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1 Introduction  
GATEKEEPER is a European Multi Centric Large -Scale Pilot on Smart Living Environments . 
It aims to creat e a platform, which  will allow  healthcare providers, businesses, 
entrepreneurs, and elderly citizens to connect with each other and with the communities 
they live in . The project envisioned the  develop ment of  an open, trust -based arena for 
matching ideas, technologies, user needs and processes, aimed at ensuring healthier 
independent lives for ageing populations.  The platform was designed to be  composed  of 
a GATEKEEPER Healthcare Space, a Consumer Space, a Business Spac e, and an 
Ecosystem Transition Space. The four spaces are interlinked and were developed to  allow 
smooth interaction and communication between the stakeholders  and users of the 
platform. Figure 1 below showcases the conceptuali sed data processing -related actions 
and principles  between these spaces .  

 

Figure 1: Concept for interlinking GATEKEEPER spaces 

The figure reflects the crucial importance of the technological platform  in GATEKEEPER 
to manag e all data and to apply digital innovation actions.  Furthermore, to derive quality 
data value and stimulate  the engagement of stakeholders and particularly end -users, the 
project needs to build trust. This could be done through  various technical or organizational  
trust -generating mechanisms, which ensure compliant data processing , and thus reduce 
any potential risks. The current deliverable will focus  on certification as such mechanism  
and will report on the actions undertaken s o far to generate relevant certification -related 
solutions  (CRS) to support sustainability and relevance of the project results upon its 
completion.   

1.1 Work Package 8 and Objectives  of Task 8.3 on 
Certification Strategy  

_ íG|GGÕGØόǈ Work Package  (WP) 8 is dedicated to standardisation and certification 
mechanisms. The overall objectives of th is WP are to identify and analyse relevant 
standards and standardi sation tracks for the project, to support standardi sation of the 
ƽǀƚƁŌĿǔόǈϔǔŌĿŬƑƚƇƚťǺΩϔģƑņϔto analyse and  support an effective certification strategy to 
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enhance trust in data processing  ģĿǔűǳűǔűŌǈϔĿģǀǀűŌņϔƚǜǔϔľǺϔ_ íG|GGÕGØόǈϔǈƚƇǜǔűƚƑǈ as well 
as their interoperability . Task 8.3 has a twofold focus on the project:  

¶ Data protection  ξ certification processes that demonstrate compliance ; 

¶ Technical interoperability  ξ assessment of technical requirements and solutions to 
support interoperability tests, validation and potential certification.  

Task 8.3 is particularly focused on the devel opment of CRS which address and support 
needs and requirements of GATEKEEPER  stakeholders during and after the project . The 
successful execution of this task depends on a clear ly crafted methodology , which is 
described in detail in Section 2 of th e current  document.    

1.2 Objectives of D eliverable 8.3 
Deliverable 8.3 is the final report of Task 8.3. ǈϔƽŌǀϔǔŬŌϔƽǀƚƁŌĿǔόǈϔ_ǀģƑǔϔ ťǀŌŌƏŌƑǔΩϔǔhe 
current deliverable is intended to serve as a ωplan with recommendations for leveraging 
on certification ƏŌĿŬģƑűǈƏǈϔǔƚϔǈǜƽƽƚǀǔϔ_ íG|GGÕGØϔģņƚƽǔűƚƑϔľǺϔǔŬŌϔƏģǀƄŌǔϊ. The 
current version of the deliverable contains  the only and final iteration of the  certification 
strategy for GATEKEEPER, to be submitted by the end of the project.  

The objectives of the current deliverable  are:  

1. to interact with key stakeholders  and understand their needs and requirements in 
terms of certification ;  

2. to compare existing certification solutions ;  

3. to conduct a gap analysis based on the findings  in point 1 and point 2 ;  

4. to recommend a strategy for certification w ith a clearly defined scope to address 
identified priority needs;  

5. to report on  the ĿŌǀǔűŤűĿģǔűƚƑόǈϔinteroperability  based on initial implementation 
results. 

The main certification results of the task reported in this deliverable have already been 
introduced to  the official European Data Protection Seal  or have served as baseline for 
subsequent certification schemes currently under development. Furthermore, the CRS 
brought forward by this task in collaboration with  WP1 are currently being tested and 
refined  by subsequent European research projects . 
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2 Methodological Approach  
The current deliverable follows a step -by-step approach, which is tightly aligned  with the  
goals noted in the description of Task 8.3. As part of this action, the  following domains  
have been considered  as potential subject s to certification  and CRS development :  

¶ Data protection;  

¶ Medical device  provision;  

¶ AI solutions ; 

¶ Interoperability  solutions . 

The deliverable  starts by analysing the demand si de for certification . In order to 
understand in -depth the needs and requirements of relevant stakeholders, a n interactive 
ǴƚǀƄǈŬƚƽϔǴűǔŬϔ_ íG|GGÕGØόǈϔĿƚƑǈƚǀǔűǜƏϔwas planned and executed . The worksho p 
enabled consortium partners  to expres s 1) whether they  consider ed certification solutions 
feasible in their specific domain, 2) what in their specific doma in needs certification, and 
the motivation behind their interest . This interaction was complemented by a digital 
survey  (Appendix A) , distributed to th e attendees during the workshop . Additionally, 
consultations were performed  in conferences  (CPDP, Privacy Symposium , and IAPP 
Europe  meetings ) with domain experts external to  the consortium to produce a holistic 
and all -encompassing analysis which  supports  the certification strategy  and the viability 
of the developed solutions . The results thus enable d the classif ication  and prioriti sation of 
collected outcomes  (section 3.3.2).  

In parallel, the task carried out regulatory and normative research in alignment and 
collaboration with WP1, which were reported on the L egal, Ethics and Privacy Protection 
del iverable . Section 3.2 of this deliverable includes some relevant outputs of this research 
with regards to relevant frameworks (such as GDPR, Medical Device Regulation and AI 
Regulation ), and particularly those which can be addressed by normative compliance 
certification  solutions.  This action served to bring depth to the considered 
stakeholder/industry  requirements  while acknowledging the credibility of the proposed 
mechanism s ǔƚϔǈǜƽƽƚǀǔϔǔŬŌϔƽǀƚƁŌĿǔόǈϔƚǳŌǀģƇƇϔťƚģƇǈ.  

Section 4 of  the del iverable examines the current offer s in the certification domain. It 
follows the logic of the regulatory legal research and focuses on available mechanisms 
for data protection certification, AI certification, and Interoperability certification. This study 
enables demand and offer comparison (section 5.1) and to identify relevant gaps (section 
5.2).   

Based on the gap analysis, this deliverable  then  proposes a certification scheme and 
solution -development strategy  (section 6) for its implementation during and after the 
ƽǀƚƁŌĿǔόǈϔņǜǀģǔűƚƑ. For cost -efficien cy and feasibility, the project leverages  previous and 
existing initiatives , such as the Europrivacy Certification Scheme (developed across 
various H2020 projects) . Additiona lly, the deliverable makes a connection with relevant 
technical certification activities carried out by _ íG|GGÕGØόǈϔcomponents, and briefly 
reports on their main results  and potential inter -connection with the proposed solutions .  

Table 1 below provides a  summary of the described methodology, including the actions, 
the key expected results (KER), methods of verification of the collected results, overall 
status o f the action s by the end of the project.  

 

Table 1: Methodology Overview  

https://www.cpdpconferences.org/
https://privacysymposium.org/
https://iapp.org/conference/iapp-europe-data-protection-congress/
https://iapp.org/conference/iapp-europe-data-protection-congress/
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Planned Actions  Rationale  Means of verification  Final 
status  

Survey  on 
certification 
demand  

Identify who  wants to 
certify what  and why  

¶ Surveys done during 
the workshop  and 
potential questions 
can be addressed 
right away;  

¶ Ensuring everyone 
attending conducts 
the survey and 
provide quantitively 
reliable results . 

Achieved  

Workshop  on 
certification 
demand  

Identify who  wants to 
certify what  and why  

¶ Stimulate an open 
discussion and among 
the consortium to 
stimulate partners to 
ǀŌŤƇŌĿǔϔƚƑϔƚǔŬŌǀǈόϔ
opinions and think 
through their demand 
and motivation for 
certification .  

Achieved  

Conference 
consultation  on 
certification 
demand  

Extended view on the  
certification demand 
in the concerned 
domains  

¶ International experts 
in the concerned 
domains from both 
the industry and the 
academia will reflect 
on the demand;  

¶ Answers may 
complement the 
demand analysis and 
help improve the 
ǈǔǀģǔŌťǺόǈϔ
sustainability and  
interoperability.  

Achieved  

Regulatory and 
normative 
research  in data 
protection, MDR, 
and AI Regulation  

Comprehensive list 
with current and 
upcoming legal 
requirements for the 
domains of interest  

¶ Monitor latest 
developments, 
initiatives  and opinions 
by EC, EDPB. 

Achieved , 
reported on 
Gatekeeper 
LEPP 

Research current 
certification offer  

Comprehensive list 
with available 
solutions for the 
domains of interest  

¶ Certification Report  Achieved  
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Compare  offer and 
demand side  

Identify gaps  ¶ Leverage on the 
extensive internal 
expertise of UDGA  

Achieved  

Report on 
interoperability  and 
technical 
certification 
solutions  in project  

Report  outcomes; 
Identify potential 
areas of improvement  

¶ Reports from 
Gatekeeper technical 
partners and 
interviews (if 
necessary) 

Achieved  
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3 Demand and Requirement Analysis for 
Certification  and CRS 
3.1 Stakeholders and potential b eneficiaries  

The GATEKEEPER consortium involves 43 organisations , including 8 pilot sites that have 
extensively tested  the ƽǀƚƁŌĿǔόǈϔplatform. Among the organisations are large industrial 
companies, government healthcare providers, research institutes, pioneering in research 
of active healthy aging , AI and Big Data, big companies and SMEs in the silver economy 
and IoT based smart environment field , as well as standardi sation organisations. The 
stakeholders interact and connect in four interlinked  GATEKEEPER spaces through the 
shared use of the platform :  

The GATEKEEPER Healthcare Space  provides a set of services, tools, data, and 
components for healthcare, complying with health protocols and regulations. It connect s 
with health information systems and records  and enables the development of  Business-
to-Business (B2B) solutions which could  provide services to healthcare providers.  

The GATEKEEPER Consumer Space  provides a set of services, tools and support 
components that allow integration and interoperability of consumer -oriented solutions, 
appliances, robots, application s, data, sensors and platforms. It allows to build Business to 
Consumer (B2C) solutions and services to be used by end users for health or life -style 
monitoring, as well as integrated with solutions from the Healthcare Space to combine 
services and provide  a holistic health view and monitoring in return.  

The GATEKEEPER Business Space  provides the adequate ecosystem for small, medium 
and large companies to develop solutions, services and devices alone or in partnership 
with other companies following a set o f standards to reach end -users (Consumer Space) 
or health providers (Healthcare Space).  

The GATEKEEPER Ecosystem Transaction Space provides a large selection of 
applications and devices leveraging AI, Big Data, machine learning and IoT technologies; 
coupl ed with a variety of smart objects (e.g. , wearables, sensors, robots) currently 
available in the market to support Data Sharing and Value -based healthcare.  

When assessing relevant target beneficiaries and applicants of any given certification  or 
CRS devel oped by the project, the potential composition exceeds  the one of the 
consortium itself, and includes healthcare institutions (hospitals)  and third -party service 
providers . 

Furthermore, t here is a reciprocal interrelation between the roles of the stakeholders . 
Firstly, both the solution providers and the healthcare institutions can be certification 
applicants, and all  the identified stakeholder groups (solution providers, healthcare 
institutions, and even patients 1) can benefit from the availabili ty of certification  and 

 

 

 

 
1 In the context of this assessment, we will consider patients and citizens under the beneficiary classification although 
formally they fall under a third -party beneficiary category . This due to the m benefitting  from the added trust provided by 
the compliance audits and other certification -related activities while formally remaining  disconnected  from  the certification 
recipient  from an organizational perspective.  
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associated solutions  (either through direct benefits such as enhanced business 
opportunities, or enhanced availability of trustworthy solutions) . Secondly, solution 
providers often belong to more than one of the abovementioned clust ers; this determines 
a certification disp osition to B2B and B2c relations in various fields of interest. The 
correlation between the stakeholders is exemplified in the Figure below.  

 

Figure 2: Supply and Demand Side in the GATEKEEPER spaces 

Source (Business Cluster Presentation at the 5th Plenary Meeting 24.11.2021)  

The preliminary considerations of the role and affiliation of potential certification 
applicants and beneficiaries have been examined in the certification survey (section  
3.3.1.1). 

3.1.1 GATEKEEPER Solution Providers  
GATEKEEPER solution providers constitute one pillar of potential applicants and 
beneficiarie s of certification. As outlined above, t hese providers belong to more than one 
GATEKEEPER space, and, depending on the situations , could also be demanders instead 
of suppliers. The GATEKEEPER initial ecosystem management plan (D2.1) identifies which 
produc ers, prosumers, and providers are interested in providing value on the supply side 
of the ecosystem/marketplace, usually seeking for opportunities to improve their 
business and honing their capabilities towards a better performance.  Typically, these 
player s produce value that is usually consumed by demand entities. Often the same peer 
may behave as both consumer and producer in different phases of its relationship with 
the brand -platform. Like in the case of GK, a hospital supply health care services to 
patűŌƑǔǈϔλĿƚƑǈǜƏŌǀǈμϔģƑņϔģǔϔǔŬŌϔǈģƏŌϔǔűƏŌϔωĿƚƑǈǜƏŌϊϔǔŌĿŬƑƚƇƚťűĿģƇϔǈŌǀǳűĿŌǈϔǈǜƽƽƇűŌņϔľǺϔ
technology suppliers.  

In the case of GATEKEEPER, these are technological companies, technological centres 
and universities tha t supply technological assets in the project , as well as hospitals and 
other health care organisations that provide health care services  to patients.  

3.1.2 Health Institutions  
The organisations participating in the pilots  are the prime example of healthcare 
institutions . Healthcare institutions, including hospitals, clinics or any other entity engaging 
in the provision of health -related services, both in the private and public sector, constitute 
a dynamic category of certification applicants and beneficiaries. G iven the multitude of 
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data and technological solutions required to provide modernised healthcare services and 
promote evolution in the field, certification can play a detrimental role to ensure 
compliance with rapidly developing legal obligations.  

3.1.3 PATIENTS 
Patients and citizens belong to the ωAŌƏģƑņϔŌƑǔűǔűŌǈϊΩϔǴŬűĿŬϔģǀŌϔűƑǔŌǀŌǈǔŌņϔűƑϔωĿƚƑǈǜƏűƑťϊϔ
the value produced in the ecosystem. From all the identified stakeholders in the 
certification demand research, patients are the only pilar which will only be benef iciary to 
a certification.  

3.2 Regulatory and Normative Bas is for 
Certification  

This section will seek to provide a brief introduction to th e main legal and normative 
frameworks which include references to certifications  as means to demonstrate 
regulatory con formity.  The contents of this section should be read in conjunction with the 
associated regulatory assessment presented in the Gatekeeper Legal and Ethical 
deliverables prepared by WP1.  

3.2.1.1 Personal Data Protection Certification  

Under the General Data Protection Regulation, certification is optional for controllers 
(GDPR, Art.42(3)) and can be used as a way to demonstrate compliance (GDPR,2016, Art. 
24(3)) and fulfil the key principle of accountability (GDPR, 2016, Art. 5(2)). How ever, any 
certification granted does not reduce the responsibility of the controller (GDPR, 2016, Art. 
42(4)). 

As noted in following sections, all c ertification work (research, criteri a, and 
recommendations) carried out during the project  and CRS developed  by Gatekeeper have 
ľŌŌƑϔģƇűťƑŌņϔǴűǔŬϔǔŬŌϔ_AÕØόǈϔťƚģƇϔǔƚ establish pan -European certification mechanisms 
and data protection seals and marks. Article 42(1) GDPR specifically encourages all 
Member States, supervisory authorities, the E uropean Data Protectio n Board (EDPB) and 
the European Commission (EC)  to encourage such efforts. When a scheme owner or a 
certification body submits EU -wide certification criteria, the competent data protection  
authority must request the opinion of the EDPB (GDPR, Art. 64(2), t hat will issue the relevant 
decision either adopting or rejecting the certification scheme.  

Based on the above -described procedure, in October 2022, Europrivacy became the first 
certification scheme approved by the EDPB as the first Pan-European Data Prote ction 
Seal. Europrivacy constitutes a hybrid certification scheme, applicable to all types of data 
processing activities, while addressing domain - and technology -specific obligations and 
risks for the data subjects, covering compliance with the GDPR requir ements . It is also 
extendable to other non -EU privacy laws , and it is supervised and continuously updated 
by an International Board of Experts to address regulatory changes.  

3.2.1.2 Medical Devices Regulation Certification Basis  

Under the Medical Devices Regulatio n (MDR), certification is mandatory before being 
placed on the market, and medical devices need to pass the relevant conformity 
assessment procedure depending on their classification. Only then they will be allowed 
to draw up a declaration of conformity with the MDR (MDR, 2017, Arts.19, 10(6)) and affix 
the CE marking (MDR, 2017, Art. 20). The CE marking must  include the identification 
number of the notified body responsible for the conformity assessment (MDR, 2017, Arts. 
20(5). 52).  
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Under the MDR, each Member St ate must  appoint an authority that will be responsible for 
the notified bodies (MDR, 2017, Art.35). Article 36 of the MDR details the requirements 
relating to notified bodies that inter alia include organisational requirements, quality 
management and suffi cient administrative, technical, and scientific personnel that are 
necessary to fulfil their tasks. In case of subcontractors, these must be verified in advance 
that they meet all the requirements set under Annex VII and the responsible authority for 
the notified bodies shall also be informed (MDR,2017, Art. 37).  

To become a notified body, a lengthy procedure must be followed, as specified under 
MDR, Art 39: Initially, an application must be submitted to the authority responsible for 
notified bodies. Within  30 days the authority must draw up a preliminary assessment 
report that will then be submitted to the Medical Device Coordination Group  (MDCG). 
Within 14 days upon submission the Commission jointly with the MDCG shall appoint a 
joint assessment team of th ree experts (as specified under MDR, 2017, Art 39 (3)). Within 
90 days the joint team review s the submitted documentation. When there are no non -
compliances detected, the authority responsible for notified bodies draw s up a final 
assessment report with a r ecommendation of the scope of designation.  

Furthermore, according to Article 8(1) MDR, if medical devices are in conformity with the 
relevant harmonised standards that are published in the Official Journal of the European 
Union, there is a presumption of c onformity with the MDR. The same presumption applies 
to common specifications adopted by the European Commission (MDR, 2017, Art. 9(2)). 
However, it is important to note that thus far, very few harmonised standards have been 
adapted for the new MDR and pub lished in the OJ, most of which concern the sterilisation 
of health care products (European Commission,2021b). The table below includes the 
harmonised standards for which there is a presumption of conformity:  

Table 2: Harmonised standards for MDR  

Harmonised standards (OJ publication)  Description  

EN ISO 10993-23:2021 Biological evaluation of medical devices - 
Tests for irritation  

EN ISO 11135:2014 Sterilisation of health care products -
Ethylene oxide  

EN ISO 11137-1:2015 Sterilisation of health care products -
Radiation 

EN ISO 11737-2:2020 Sterilisation of health care products -
Microbiological methods  

EN ISO 25424:2019 Sterilisation of health care products ξ Low 
temperature steam and formaldehyde  

  

The 2022 annual work programme for European standardisation of the European 
Commission expressly includes the revision of standards and the development of new 
ones that align with the new MDR and the IVDR, which remains ongoing. Therefore, 
manufacturers should watch out f or publication of any further lists of harmonised 
standards to benefit from the presumption of compliance with the MDR these provide 
(European Commission, 2022c). If no harmonised standards exist, common specifications 
λϋ:àόμϔƏģǺϔľŌϔģņƚƽǔŌņϔľǺϔǔŬŌϔ:ƚƏƏűǈǈűon according to the examination procedure of 
article 5 of Regulation EU No 182/2011. If medical devices are in conformity with these CS , 
they can still benefit from the presumption of conformity for the requirements these CS 
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cover. Considering that at the moment not many harmonised standards have been 
published, CS might be an interim option and solve practicalities until harmonised 
standards become published.  

3.2.1.3 Artificial Intelligence Certification Basis  

Under the proposed Artificial Intelligence Act (AIA), certification is mandatory  for all high -
risk AI systems. Specifically, before being placed on the market, high -risk systems must 
inter alia undergo the relevant conformity assessment procedure  (AIA, Arts. 16(e), 19, 43). 
Only after such assessment provider s can draw a single declaration of conformity  for 
both AIA and MDR (AIA, Art 48(3)) and affix the CE marking of conformity with AIA as art 
49 specifies (AIA, Art. 16(i)). 

As the conformity assessment will be aggregated with  MDR assessment , the appropriate 
notified body under the MDR will also conduct this conformity assessment (AIA, Art. 43(3), 
which will be incorporated into the assessment under the MDR. Among the additional 
checks that need to be incorporated is the assessment of the quality management sy stem 
(AIA, Art. 17) and of the technical documentation (AIA, Art 11(2) by the notified body as set 
out under AIA, Annex VII. If in this assessment the high -risk system is in conformity with all 
ǔŬŌϔǀŌƿǜűǀŌƏŌƑǔǈϔǜƑņŌǀϔĿŬήϔ͆ϔƚŤϔ k ΩϔģƑϔϋϋEU technical documen tation assessment 
certificate  shall be issued by the notified body. The certificate shall indicate the name and 
address of the provider, the conclusions of the examination, the conditions (if any) for its 
validity and the data necessary for the identificat ion of the AI system. The certificate and its 
annexes shall contain all relevant information to allow the conformity of the AI system to be 
evaluated, and to allow for control of the AI system while in use, where applicable ήόόϔλ ƑƑŌǹϔ
VII, s. 4.6) 

The declaration of conformity that will then follow will include a statement that this high -
risk AI system is in conformity with both AIA and the MDR (AIA, Annex V (4)). The CE 
marking of conformity must include the identification number of the notified bo dy 
responsible for the conformity assessment (AIA, Art 49(3)). An interesting element similar 
to the MDR is also introduced under Art. 40 AIA. According to this, harmonised standards 
ǔŬģǔϔŬģǳŌϔľŌŌƑϔƽǜľƇűǈŬŌņϔűƑϔǔŬŌϔ²ŤŤűĿűģƇϔzƚǜǀƑģƇϔƚŤϔǔŬŌϔGǜǀƚƽŌģƑϔôƑűƚƑϔϋυshall be presumed 
to be inconformity with the requirements set out under chapter 2 of AIA, which includes all 
the requirements set out for high-risk systems. The similarities with the MDR continue as 
Common Specifications for requirements for which no harm onised standard is yet approved 
are also an option under art. 41 AIA. In this way agility is enhanced, as whenever there is a 
specific lacuna in the technical standards, the Commission can intervene and approve a CS 
to fill itήϊ (Oxford Commission, 2021, p. 9) 

3.2.1.4 NIS 2 Directive  

Under Article 21 of the NIS2 Directive, Member States will be given the option to require 
essential and important entities to certify certain ICT products and processes via the 
European cybersecurity certification schemes adopted pursu ant to Article 49 of the 
Cybersecurity Act. If such cybersecurity certification scheme is not available, ENISA will 
most likely prepare the candidate scheme (European Commission, 2020c, Art 21(3)).  

For the rest ICT products and process that will not be su bject to a mandatory certification, 
the current proposal empowers standardisation and encourages the use of European and 
internationally accepted standards and specifications relevant to the security of network 
(European Commission 2020c, Art 22). Therefor e, when the NIS2 Directive comes into 
force  in January 2024, a new standardisation opportunity that will cover the gap might 
need to be assessed, however considering that ENISA will be in charge any gap will 
probably be gradually covered by the initiatives  of the Agency.  
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3.2.1.5 Cybersecurity Act  
Since June 2021, the Cybersecurity Act compliments the NIS Directive and is in force 
(Cybersecurity Act,2019, Art.69). The Act mainly aims to grant ENISA, the EU agency for 
cybersecurity, its permanent mandate. Of particul ar importance for the GATEKEEPER 
project is the EU -wide certification framework for ICT products, ICT services and ICT 
processes, which ENISA will lead to resolve the standards fragmentation issue 
(Cybersecurity Act, 2019, Arts. 46, 57). 

Specifically, ENISA will prepare the candidate certification schemes or will review existing 
European schemes on the basis of a Union rolling work programme that identifies 
strategic priorities for future European cybersecurity certification schemes and includes a 
list of ICT products and services capable of benefiting from being included in the scope 
of a European cybersecurity certification scheme (as this is explained under art. 47).  

The security objectives of European cybersecurity certification schemes are indicatively  
enumerated under Art 52 Cybersecurity Act, and inter alia include security by design and 
default, identification and documentation of vulnerabilities as well as availability 
restoration. An important novelty in the certification is the option to include a ssurance 
levels (basic, substantial , or high) depending on the intended use of the ICT product, and 
the probability and impact of an incident. Although new standardisation opportunities thus 
appear within this Act, since ENISA will be in charge to prepare the certification scheme, 
at the moment, no gap is envisaged regarding such certification.  

3.2.2 Findings  
The following figure presents the main avenues for certification as identified in th e 
previous sections:  

 

Figure 3: GATEKEEPER LEGAL MAPPING ξFocus on Certification opportunities  
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3.3 Stakeholder Demand and Requirement  
Identification  

Based on the results of the legal analysis, several stakeholder consultations were 
performed during the projec t. These consultations included both internal and external 
experts who provided insights on the main industry demands for both certifications and 
CRS and served as baseline for the certification strategy.  

3.3.1 Stakeholder Consultation Process  
Several initiative s for stakeholder consultations were undertaken, to map potentially 
relevant demand areas for certification  and identify  important requirements for potential 
adoption  and sustainability . Those initiatives included a  workshop  on certification demand, 
an interactive exercise with consortium members for collecting inputs on a Miro Board, as 
well as a survey, distributed within the GATEKEEPER consortium. To ensure sustainability 
of the results and confirm the identified gaps in the conducted gap analysis, consultation s 
were further conducted with stakeholders beyond the scope of the project , particularly 
through participation in diverse events and conferences, such as IAPP Europe 
conferences, CPDP, and the Privacy Symposium . The following sections will present the 
main outputs of these activities.  

3.3.1.1 Workshop  

íŬŌϔωČƚǀƄǈŬƚƽϔƚƑϔ:ŌǀǔűŤűĿģǔűƚƑϔAŌƏģƑņϊϔǔƚƚƄϔƽƇģĿŌϔņǜǀűƑťϔǔŬŌϔ͉th GATEKEEPER Plenary 
Meeting  and aimed at collecting inputs from all the represented stakeholders  both online 
and onsite. It consisted of several  open questions, in order to let the potential certification 
stakeholders freely reflect on the demand  side according to their role in the GATEKEEPER 
project, their work in the dedicated work packages, the intended outcomes, b ut also 
consider ing the overall goals and interests  of the project , its consortium, and its current 
and future end -users. The members of the consortium were  asked dedicated questions 
regarding certification cornerstones, which they answered by raising their hands, and , 
optionally, providing additional inputs and suggestions.  

Firstly, participants were asked , what the scope of certification should be. The scope of 
certification is a central element for conformity assessment. A certification can have a very 
specific scope, or a broadly defined one.  Additionally, it can be recognised internationally 
or only nationally. Universal certification schemes  are cost -efficient for SMEs but do not 
assess technology -specific risks. On the other hand, specialised certification schemes  may 
be optimal to assess specific categories of data processing, but they are inherently limited 
and cannot be extended to other categories of data processing. Moreover, they force 
companies to use diverse certification schemes a nd requirements with increased costs 
for SMEs.  

As presented in the figure below , most interest (10 votes)  was shown  in having algorithms 
as certification scope. Data processing and data spaces are identified as second -important 
scope of interest (8 votes) . The collected inputs allow to conclude that c ertifying tools and 
services, as well as datasets are equally of interest for the GATEKEEPER community,  but 
not as important as the certification of algorithms and data processing and spaces. Lastly, 
based on the outcomes of the consultation, there is no interest in certifying providers.  

Figure 4 provides an indication of what is the desired scope of certification. The majority  
would like algorithms to be certified followed by data processing and data spaces. 



 D.8.3 ξ Certification Scheme Strategy  and  
 Sustainability Plan  

 

 

Version 1.0 I   29/ 01/ 2024   I   GATEKEEPER © 21 

 

 

 

Figure 4: Scope of Certification  

Secondly, participants were asked to choose the most important focus of certification. The 
focus of certification is not the Target of Evaluation (ToE) , but rather the goal that will be 
achieved by obtaining a  certification. Most  respondents  would like to achieve  regulatory 
compliance  and then interoperability. An important element is an indication that 
respondents prioritise long -term goals and needs over short -terms on es, as shown by the 
fact that the goal to make GATEKEEPER compliant was the least favo urable  choice. 
 

 

Figure 5: Focus of Certification  

Figure 6 shows that the respondents  would like to develop a certification  for healthcare 
providers and public authorities.  
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Figure 6: Certification Beneficiaries  

In Figure 7, a difference between healthcare providers and public authorities was noticed. 
While the re ason healthcare providers would be interested in certification is regulatory 
compliance and user acceptance, this changes  for public authorities . Risk management 
seems to be the main reason that makes public authorities interested in such certification, 
wh ile interoperability is not considered a  good reason.  

 

Figure 7: Motivation for Certification  

Figure 8 gives an indication that certification demand exists in the GATEKEEPER Creation 
and Business Space, but not on the Consumer space.  Which is in line with the traditional 
understanding of certification as a fundamentally B2B trust enabler.  



 D.8.3 ξ Certification Scheme Strategy  and  
 Sustainability Plan  

 

 

Version 1.0 I   29/ 01/ 2024   I   GATEKEEPER © 23 

 

 

 

Figure 8: Certification in the GATEKEEPER Spaces 

3.3.1.2 Miro Board  

Figure  9 from the Miro Board shows an open -ended question to ensure  respondents 
freely expressed their opinion on the certification scope. Quality of datasets, algorithms 
and apps were mostly referred.  

 

Figure 9: Open-ended question on certification scope  

Figure  10 gave the freedom for respondent s to freely express their reason behind a 
possible certification. Interoperability and regulatory compliance were followed by trust  
and data exchange . 
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Figure 10: Openξended question on reasons for c ertification  

Figure 11 shows an indication that effectiveness is the main requirement of respondents 
while cost effectiveness, reliability and market access where also identified.  

 

Figure 11: Open-ended question on certification r equirements  

3.3.1.3 Survey  

In addition to the workshop , a survey was conducted amongst internal Gatekeeper 
stakeholders. The following figure showcases a substantial demand to certify AI 
algorithms , datasets, data models and applications, with a slightly slower demand to 
certify open APIs.  
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Figure 12: Survey results: Importance of certification for identified elements  

In Figure 13, ƽģǔűŌƑǔǈόϔǔǀǜǈǔϔģƑņϔreliability of shared data were the most envisioned benefits 
from a certification, followed by interoperability and regulatory compliance. Competitive 
advantage was the least expected benefit from a potential certification.  
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Figure 13: Survey results: Expected benefits from certification  

Figure  14 shows a clear prioritisation of reliability and reusability of a certification over cost 
and automatability . 

 

Figure 14: Survey results: Importance of certification for identified elements  
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Finally, consulted  participants  consider that all stakeholders  would benefit  from a 
certification,  but healthcare providers and public authorities would perhaps benefit the 
most. 

 

Figure 15: Survey results: Stakeholder benefits from certification  

3.3.1.4 Event Consultation s  

As part of the dissemination and communication activities conducted during the project, 
participation to  several  IAPP, CPDP meetings and two edition s of the Privacy Symposium 
was achieved. During each of these, a booth was setup where in addition to information 
on the project, participants were presented with a survey. The following images showcase 
the main outputs of this activity.  

 

Figure 16: Professional domain of the participant  
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Figure 17: Familiarity with data protection certification  

 

Figure 18: Compliance priorities  
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Figure 19: Reasons for processing activity certification  

 

Figure 20: Appeal of health and medical data sharing certification  
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Figure 21: Appeal of ethics certification  

 

Figure 22: Appeal of international transfer certification  

 
 




































































































































