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Abstract !
D5.14 aims to provide the final technical validatio n report of the GATEKEEPER platform. 
Starting from the description of the platform integ ration, the deliverable proceeds with the 
verification of system requirementsÕ fulfilment thr ough tests. Furthermore, results from 
the evaluation framework of software quality are do cumented so as to cover non-
functional aspects of the platform and ensure high quality of services. Special focus is 
given to Artificial Intelligence / Machine Learning  testing, for which the testing framework 
is presented. The platform has been validated with users from the WP7 large-scale pilots 
and WP2 open call awardees as beta testers. The res ults show a modular, highly flexible 
platform with many integration scenarios and a well -guided installation process. The 
report concludes with knowledge gained to identify best practices and areas for 
improvement. Test reports, training material, and a  description of the integration activities 
performed are provided in appendices. 
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1! Introduction 
Verification and validation are necessary to Òbuild  the product rightÓ and to Òbuild the right 
productÓ respectively for the GATEKEEPER Platform (Figure 1). Verification ensures that 
system requirements are satisfied from component to  system level, aiming at consistency, 
completeness, correctness and accuracy. On the othe r hand, validation refers to user 
requirement compliance, as it provides evidence tha t the intended use and user needs 
are satisfied [[1],[2]].  

 

 
Figure 1 Ð The GATEKEEPER Platform architecture 

 

Before the final step of validation, T5.7 conducted  a series of functional tests for the 
software qualification of the platform. Non-functio nal aspects, such as speed, 
accessibility, security and more, were evaluated af terwards based on metrics, while 
acceptance tests with end-users were the final step  before the composition of a detailed 
final validation report.  

Figure 2 indicates how T5.7 activities were interre lated with the activities of other tasks, 
showing the process steps in the realisation of the  platform. 
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Figure 2 - T5.7 validation in relation to other tas ks (flow adapted from IEEE Std 1012 TM-

2016 [[2]]) 

 

This deliverable is structured  as follows: 

! ! Section 2 refers to the platform integration process, describ ing the environments 
for verification and validation. 

! ! Section 3 specifies testing for (functional) requirement veri fication, providing 
pertinent report templates. 

! ! Section 4 outlines software quality evaluation factors and re sults, which cover non-
functional aspects of the platform.  

! ! Section 5 focuses specifically on AI/ML model testing, refer ring to both functional 
and non-functional requirements additional to those  mentioned in D3.1.2.   

! ! Section 6 covers the process and outcomes of the validation i n real environment.  

! ! Section 7 assesses the concept and proposes an evolution of t he architecture.  

! ! Appendix A  includes the implemented testsÕ reports, complemen ting section 3. 

! ! Appendix B  includes the accessibility audit reports, compleme nting section 4. 

! ! Appendices C and D present the templates for AI/ML reporting and asses sing bias 
risk, complementing section 5. 

! ! Appendix E includes the deployment guides and updated manuals delivered to 
project partners and open callers in the scope of T 5.7 to guide their integration with 
the platform, complementing section 6. 

! ! Appendix F briefly describes the corrective actions performed for the technical 
activities identified as critical in D5.7 across se veral project tasks. 

! ! The Annex presents the integration of pilots with the platfo rm with a summary of 
T7.5 integration activities and multimedia material , complementing section 6. The 
corresponding description for open callersÕ integra tion can be found in D7.3. 
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2! GATEKEEPER Platform integration  
The GATEKEEPER platform release plan included two v ersions. Version 1  comprised the core 
components necessary for pilot deployment and runni ng, while version 2 extended it in order 
to fully support the value-based healthcare ecosyst em through the Marketplace and the 
Developer Portal (Figure 3).  

 
Figure 3 Ð GATEKEEPER Platform architecture 

With regard to the process followed, the GATEKEEPER  infrastructure, provided within the 
scope of T4.1 and described in detail in D4.8 [[3]] , hosts a development, a testing and a general 
production environment as independent tenants in Op enShift/OKD Kubernetes. In order to 
properly install and integrate the platform compone nts developed within T4.2 (Thing 
Management System), T4.4 (Data Federation Framework ) and T4.5 (GATEKEEPER Trust 
Authority) the following procedure has been establi shed:  

(i)! deployment in development tenant (called Ògatekeepe r-devÓ) 

(ii)! deployment in testing tenant and integration test i mplementation (called 
Ògatekeeper-testÓ) 

(iii)! deployment in production tenant (called Ògatekeeper -productionÓ).  

It should be noted that since the infrastructure do es not provide public access, components 
requiring it, such as the Marketplace, the Gatekeep er Trust Authority (GTA) Things Validation, 
the Authoring Tool, and the Developer Portal were d eployed in different servers but 
communicated via site-to-site VPN access or via gat eway with the components within the 
infrastructure. 

The components deployed in Ògatekeeper-devÓ and Ògatekeeper-testÓ are depicted in Figure 
4 and in Figure 5 respectively.  

Moreover, the final flows for the integration betwe en the Marketplace, GTA, and TMS are 
presented in Figure 7, Figure 8, Figure 9. 
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Figure 4 - Deployed applications in the development  environment of the GATEKEEPER infrastructure at th e time of writing 
(incl. platform components, pilot apps, such as MAH A, connector modules, such as for Multi-Robot Conne ctors by OU, 
and open caller applications). Captured 15 th December 2023.
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Figure 5 - Deployed applications in the test enviro nment of the GATEKEEPER infrastructure. Captured 15 th December 2023. 
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Figure 6 Ð Deployed applications in the production environment of the GATEKEEPER infrastructure. Captu red 15th December 2023.
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Figure 7 - Flow for registering Things through the Marketplace 

 

 
Figure 8 - Flow for deleting Things through the Mar ketplace 
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Figure 9 - Flow for Consuming Things through the Ma rketplace 
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3! Requirement verification 
Requirement verification for platform components is  a necessary step to ensure their 
proper functioning and their alignment with the goa ls of the GATEKEEPER project. In order 
to prove the fulfilment of the platform requirement s through tests, a fit criterion was 
defined for each of the functional and technical re quirements in D3.1.2 [[4]]. The current 
outcomes of WP4 and WP5 component development were then tested and any bugs 
detected were fixed before the components were made  available to end users. The tests 
performed include both unit tests for the verificat ion of components individually and 
integration and system tests to prove that componen ts interact as expected.  

The process is pictured in Figure 10. The template used for test reporting is presented in 
the next sub-section, while the test reports provid ed by component owners are included 
in Appendix A.     

 
Figure 10 Ð Functional tests for verification  

 

The following template (Table 1) was used for the r eporting of the tests implemented.  

Table 1 : Test report template 

Test ID  (to be added by T5.7 leader) 

Component(s)  

Test objective  

Verified requirement(s) from D3.1.2!

Tool e.g. JUnit/PyUnit/Karma/É 

Input  

Expected result  

Output  

Screenshot(s) screenshot(s) as evidence 

Comments  
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4! Software quality evaluation 
!Overview 

Software quality is an important aspect of the GATE KEEPER platform because of its 
intended use for eHealth and real-time data acquisi tion. Therefore, T5.7 prepared an 
evaluation framework to assess non-functional aspec ts with specific metrics and 
ameliorate it based on the assessment outcomes. The  quality factors taken into account 
include: 
[1]! Reliability (availability, fault tolerance, recover ability) 

[2]! Speed (average response time) 

[3]! Scalability (e.g. maximum number of concurrent user s) 

[4]! Accessibility 

[5]! Security 

The scope, evaluation process and evaluation result s are presented in the next 
subsections,  

 

!Reliability 
This factor refers to the operational reliability o f GATEKEEPER platform. It is described as 
the ability of a system or component to perform its  required functions under static 
conditions for a specific period. 

Software reliability is also defined as the probabi lity that a software system fulfils its 
assigned task in a given environment for a predefin ed number of input cases, assuming 
that the hardware and the input are free of error. 

Measuring reliability is a complex task in quality assessment and can be expressed with 
several metrics. For the purpose of GATEKEEPER we w ill address the following 
characteristics: 

¥! Availability 

¥! Robustness, equivalent to fault tolerance 

¥! Recoverability 

Scope:  

The assessment was performed on the GATEKEEPER infr astructure as a whole and per 
component for public-access components not deployed  in the infrastructure..  

!

Process: 

The reliability assessment was performed by manual data collection from GATEKEEPER 
platform components. The data came by means of ques tionnaires to the developers. 
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KPIs: 

KPI Name Domain Measurement  Results 

Availability 

 

Availability Availability is the percentage 
of time that a system is 
applicable for use, 
considering planned and 
unplanned downtime. If a 
system is down an average 
of four hours out of 100 
hours of operation, its 
KPI_Aval_01 is 96%. 

KPI_Aval_01 = 
Uptime/(Uptime + 
Downtime)*100 % 

Data Centre & Big Data 
Platform: System always 
available except for 
planned downtime for 
maintenance reasons 
 
Marketplace: 99.99999% 

 
GTA Validator:  
99.99999% 

 

Mean time 
between 
failures 

Robustness It is the time interval between 
the two successive failures. It 
can be calculated as: 
Mean time between failures 
(MTBF) = Total production 
time (up time + down time) / 
Number of breakdowns  
 

Data Centre & Big Data 
Platform: from the 
perspective of the final 
user, this is not perceivable  
(100% availability) due to 
the nature of the cloud 
services 
 
Marketplace:  

6 months 
 
GTA Validator:  

8 months 
 

Mean time 
to repair  

Recoverability Mean Time To Repair 
(MTTR) is the average time 
that it takes to repair 
something after a failure of 
the platform. It represents 
the maintenance difficulty 
level of the platform, how 
easy or difficult it is to locate 
and fix problems. It can be 
calculated as: 
Mean Time To Repair = Mean 
(Total down time) / (number 
of breakdowns)  
 

Data Centre & Big Data 
Platform: from the 
perspective of the final 
user, this is not perceivable  
(100% availability) due to 
the nature of the cloud 
services 
 

Marketplace: 2 hours 
 
GTA Validator: 2 hours 
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!Speed 
This factor intends to evaluate the performance of GATEKEEPER platform under a 
particular workload. During this testing, platform components will be monitored to verify 
the stability of the platform. The main goal is to establish the benchmark behaviour of the 
platform. It does not aim to find failures but rath er focuses on measuring characteristics, 
such as response time, throughput or the meantime. 

Scope:  

The assessment was performed on the GATEKEEPER infr astructure as a whole and per 
component for public-access components not deployed  in the infrastructure.  

!

Process: 

The speed assessment was performed by a combination  of manual and automatic data 
collection from GATEKEEPER platform components. The  data came from component 
logs that need to register the targeted metrics or automated tests. 

KPIs: 

KPI Name Measurement  Results 

Throughput Throughput, or requests per 
second, measures how many 
requests the platform receives 
each second. Typically, more 
requests per second can result in 
slower response times.  

 

Data Centre & Big Data Platform: 
Bandwidth metrics available in 
D4.1, D4.7, D4.8 [[3]]!
 

Marketplace: 4 rps  
 
GTA Validator: 7 rps 

 

Average 
response 
time 

Average response time (ART) is a 
measurement of the amount of 
time the platform takes to 
respond to all of its data inputs 
and requests. A lower average 
response time typically means 
better performance. 

Data Centre & Big Data Platform: 
n/a 
 
Marketplace: 11771 ms 

 
GTA Validator: 294 ms 
 

Peak 
response 
time 

Peak response time measures the 
longest response times for the 
platform and complements the 
previous KPI to understand the 
behaviour of the platform in high 
load situations. 

Data Centre & Big Data Platform: 
n/a 
 
Marketplace: 23008 ms 
 

GTA Validator: 926 ms 
 

 

A load test for the Marketplace and for the Validat or can be found in Figure 11 and Figure 
12!respectively. 



D5.14 D5.7.2 Ð Technical validation report   

 

 

Version 1.0   I   2024-01-31   I   GATEKEEPER ©! 23 

 

 
Figure 11 Ð Load test for the GATEKEEPER Marketplace (full results available online in 

[[5]]) 

 
Figure 12 - Load test for the GTA Validator (full r esults available online in [[6]]) 
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!Scalability 
Scalability is the measure of a systemÕs ability to  increase or decrease in performance and 
cost in response to changes in application and syst em processing demands. We will 
evaluate how well GATEKEEPER platform performs when  the number of users is 
increased, or how well the data federation server w ithstands growing numbers of queries. 

Scope:  

The assessment was performed on the GATEKEEPER infr astructure as a whole and per 
component for public-access components not deployed  in the infrastructure.  

!

Process: 

The scalability assessment was performed by a combi nation of manual and automatic 
data collection from the GATEKEEPER infrastructure and for public-access platform 
components. . 

KPIs: 

KPI Name Measurement Results 

Maximum 
concurrent 
users 

It is the total number of users (or 
connections) accessing 
GATEKEEPER platform and 
performing separate transactions 
at the same time period 
simultaneously. We use the 
following calculations to estimate 
the concurrent users: 

Concurrent users = Per Day users / 
Peak hours * (60/Average duration 
per user in minutes) 

 

Data Centre: Successful operation 
for 288 (pilot) users 
 

Big Data Platform: Successful 
operation for 302 (pilot) users 
 
Marketplace: 7 users 

 
GTA Validator: 8 users 

 

!Accessibility 
With regard to accessibility, a clear audit process  has been defined by Funka, to ensure 
that a wide variety of users can access the GATEKEE PER tools and benefit from their 
usage. 

Objective: 

The Authoring tool can be used by doctors to collec t, compare and present patient data 
and by patients to review their health data. Simila rly, the Marketplace is created for 
providers to share their Things (apps, devices, API s, datasets) and for consumers to 
discover and purchase them. It is important that th ese platforms are accessible for users 
with disabilities and elderly users, and easy to us e by users with a wide variety of user 
needs. For this end, the GATEKEEPER Marketplace and  Authoring tool have been audited 
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to verify their compliance with the minimum accessi bility requirements of the Web 
Accessibility Directive. 

The European standard ÒEN301549 v.3.1.2 Accessibility requirements for ICT products and 
servicesÓ [[7]] acts as the presumed conformance to  the minimum requirements of the 
Web Accessibility Directive (Req_S_15 in D3.1.2). The EN301549 contains functional 
performance statements and technical specifications  for ICT in a broad sense. In addition 
to the web, the standard covers, among other things , mobile applications and other 
software, documents, and hardware (like computers, mobile phones, ATM and vending 
machines, etc.).  

When it comes to the technical requirements for web  accessibility, the EN301549 is also 
covering the AA level requirements of the internati onal standard WCAG 2.1. 

!

Scope:  

The audit was performed on the GATEKEEPER Marketpla ce and the Authoring tool. 

!

Process: 

The audits were performed in close cooperation with  the GATEKEEPER partners 
responsible for the development of the platform, in  order to ensure that the developing 
partners have the necessary information and underst anding of the issues that arise in case 
any eventual remediation is needed.  

The process of audits followed the conformance eval uation procedure recommended by 
W3C in the WCAG Evaluation method (WCAG-EM) [[8]], including five main steps: 

[1]! Defining the scope and objective of the evaluation  

[2]! Exploring the interface to identify for example the  key functionalities and designs  

[3]! Selecting a representative sample of pages for the audit  

[4]! Evaluating the selected sample and determining succ esses and failures in meeting 
the requirements  

[5]! Reporting on the findings of the evaluation, and ma king evaluation statements. 

 

Methodology: 

The accessibility audits were performed by a combin ation of manual and automated 
testing in accordance with FunkaÕs well-established  methodology, where two experts 
determine the level of compliance independent from each other to ensure consistency. 

When needed, the audit is supplemented with tests o n various assistive technologies. 
Each relevant success criterion in EN301549 v.3.2.1/WCAG 2.1 AA is tested. 

All failed criteria are thoroughly documented with clear examples and page references.  

The reports cover, where relevant: 

¥! detected accessibility issues that have to be corre cted so that people with 
disabilities can use the interface; 
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¥! usability issues that are not legally required but affect the user experience in a 
negative way; 

¥! additionally, errors that appear to be bugs in the system Ð although these are nor 
further investigated, as the audit is not a technic al test, and these findings are by-
products of the accessibility tests. 

It should be noted that since accessibility cannot be considered as something that is static, 
Funka recommends that accessibility checks are carr ied out periodically for the 
GATEKEEPER platform.!

!

Validation of the Things submitted to the GATEKEEPE R platform 

For the Things submitted to the GATEKEEPER platform , an Accessibility Conformance 
Report system was developed, in order to assess the  offerings and assigning a flag as 
described below. The assessment is done by the prov ider of the offering, using the 
assessment template following the EN301549 v.3.2.1 criteria, including a fillable report 
template developed to list compliance with the diff erent criteria. The providerÕs self-
assessment is validated through the GATEKEEPER Trus t Authority as explained in D4.14. 
During the project no offering has been accompanied  with an Accessibility Conformance 
Report. 

Green flag: 

¥! The interface supports all of the requirements  

! ! OR 

¥! No non-compliant functionalities are deemed as excl uding users from using 
the interface  

Yellow flag: 

¥! The interface has non-compliant functionality with regards to a maximum of 
two requirements that have serious consequences for  users being able to 
perceive, operate and understand the user interface . 

! ! OR 

¥! The interface has non-compliant functionality with regards to a maximum of 10 
requirements that do not have serious consequences for users being able to 
perceive, operate and understand the user interface   

Red flag: 

¥! The interface has non-compliant functionality with regards to more than two 
requirements that have serious consequences for use rs being able to perceive, 
operate and understand the user interface. 

! ! OR 

¥! The offering has non-compliant functionality with r egards to more than 10 
requirements that do not have serious consequences for users being able to 
perceive, operate and understand the user interface   

In the case of a yellow or red flag, !a time plan for remediating the functionalities is 
provided by the developing partners. 

!
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Results 

Both the audit of the Authoring Tool and the Market place found accessibility issues. Some 
were systematic errors, or issues in the websiteÕs framework, while others were specific 
to certain pages. Furthermore, both reports contain  suggestions for better usability and 
the report on the Authoring Tool also lists technic al errors (ÒbugsÓ) that were find while 
executing the audit. The audit reports are added to  this report as Appendix B. 

!

!Security  
4.6.1! Penetration testing 
Penetration testing, or Ôpen testÕ, takes place after the completion of vulnerability 
assessment (or scanning), which generates a report on risk exposure. It is a manual 
process where an ethical hacker simulates attacks t o the system in order to test it in terms 
of security.  

In particular for application security testing and examination techniques, according to the 
NIST Special Publication 800-115 [[10]], they can b e categorised into: 

! ! white box, where an applicationÕs source code is di rectly analysed (not applicable 
in GATEKEEPER), 

! ! black box, where there is no source-code informatio n, 

! ! grey box, which is a combination of the above. 

 

Scope !

Among the Gatekeeper platform components built, it was decided to perform penetration 
testing on the two web applications targeted at a w ider audience, namely the Gatekeeper 
Authoring Tool and the Gatekeeper Marketplace. The Gatekeeper infrastructure did not 
undergo penetration testing in the scope of T5.7, a s it is based on widely adopted 
technology used also for commercial applications. P eriodic vulnerability assessments 
were performed and reported in D4.8 [[3]]. 

 

Objective 

The objective of the assessments was to perform an internal penetration test against the 
GATEKEEPER web applications from the Internet. The object goal was to assess the 
current infrastructure and find exploitable vulnera bilities (if any). The tests should simulate 
an actual penetration test and all the steps from b eginning to end, including the overall 
report.  

 

 

 

 

Process 
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In the case of the Authoring Tool for dashboards, t esting was performed on a testbed 
connected with the gatekeeper-dev environment (cont aining no real-user data). There 
was no modification to the current protection syste ms to facilitate the assessment. 

In the case of the GATEKEEPER Marketplace & Data Portal, the client provided a clone 
virtual machine (VM) of the actual production machi ne, with components resembling the 
current system to be used in invasive actions (most ly in exploitation techniques). Also, 
there was no modification to the current protection  systems to facilitate the assessment; 
therefore, the pen-test is considered to be of a Òg rey-boxÓ type, with partial knowledge of 
the system. 

 

Results 

The penetration testing reports cover: 

! ! Overall High-Level Summary and Recommendations (non -technical). 

! ! Methodology walkthrough (information gathering, pen etration testing) and 
detailed outline of steps taken. 

! ! Each finding with included screenshots, walkthrough , sample code, and proof of 
concept (PoC) if applicable. 

! ! Any additional items that were not included. 

Most of the identified vulnerabilities had low and medium security risk. For all of the 
identified vulnerabilities specific mitigation acti ons were proposed, regardless of their 
security risk. 

Due to their sensitive nature, the full reports of the implemented tests are not included in 
this public deliverable but are instead available i n the confidential project repository:  

! !  Authoring Tool for dashboards penetration test rep ort:  

https://tecnalia365.sharepoint.com/:b:/r/sites/PLAN 07297GATEKEEPER/Documen
tos%20compartidos/General/DocumentLibrary/05%20Work %20Packages/WP05/T
5.7/GK%20penetration%20testing%20report%20-
%20Authoring%20Tool.pdf?csf=1&web=1&e=n5DVSk  

! ! Marketplace penetration test report: 

https://tecnalia365.sharepoint.com/:b:/r/sites/PLAN 07297GATEKEEPER/Documen
tos%20compartidos/General/DocumentLibrary/05%20Work %20Packages/WP05/T
5.7/GATEKEEPER%20Penetration%20Test%20Report%20-
%20Marketplace.pdf?csf=1&web=1&e=wpZ2ZD  

 

4.6.2!StandardsÕ compliance 
According to Req_S_36, ISO 27000 family of standard s should also be examined for 
applicability. Preliminary research on auditability  and KPI definition revealed that in the 
27000 series of standards, only the first standard (27001:2013) is auditable. The others 
provide guidance for the implementation, monitoring  and audit of the system. The 
framework is flexible depending on the size of the organisation or the project that should 
be monitored. 

For the GK platform, the most relevant standards to  look at in the 27K family have been 
identified and are presented in Table 2.  
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Table 2: Relevant standards in the ISO 27000 family  

ISO/IEC 27001:13 Information technology Ñ Security Techniques Ñ Info rmation security 
management systems Ñ Requirements.  

ISO/IEC 27002: Code of practice for information security controls  

ISO/IEC 27004: Information security management Ñ Monitoring, measu rement, analysis 
and evaluation  

ISO/IEC 27701:2019 Information technology Ñ Security Techniques Ñ Info rmation security 
management systems Ñ Privacy Information Management  System !

ISO 27799 Ñ Information security management in heal th using ISO/IEC 27002 ! 

According to ISO 27001, compliance of a web platfor m involves a systematic approach to 
information security management. The process begins  by clearly defining the scope of 
the Information Security Management System (ISMS) t o establish boundaries and 
limitations, which was conducted by the GATEKEEPER consortium. A comprehensive risk 
assessment was conducted to identify and evaluate p otential information security risks, 
followed by the implementation of controls to mitig ate or manage those risks effectively. 
Among other considerations the development of an in formation security policy that aligns 
with organizational objectives and legal requiremen ts is crucial and was also a key 
concern during the designing phase.  

Roles and responsibilities for information security  within the organization are established, 
ensuring a structured approach to managing security . In terms of security-related 
standards that must be examined for applicability t o the project, D3.1.2 [[4]] refers to OAuth 
2.0 (Req_S_14), OpenID Connect and SAML (Req_S_27). These are satisfied by design by 
the Gatekeeper Trust Authority User Management Modu le, since it is implemented via 
Keycloak [[11]]. Keycloak allows the administrator to select between OpenID Connect (an 
extension to Auth 2.0) and SAML.  

Furthermore, asset management practices are impleme nted to identify and classify 
information assets, and controls are put in place t o handle and protect these assets 
appropriately. As already mentioned above, access c ontrols are established to ensure 
that only authorized individuals have access to spe cific information, and cryptography, 
including encryption methods, is utilized to safegu ard sensitive data. Physical and 
environmental security measures are implemented to secure facilities and prevent 
unauthorized access. 

The secure operation of information processing faci lities is ensured through operational 
security measures, including procedures for media m anagement, backups, and the 
secure removal of sensitive data. Communications se curity is prioritized to protect 
information during transmission and TLS encryption is utilized throughout the 
communication channels. In the development and main tenance of information systems, 
security measures are implemented and data-at-rest encryption is applied to sensitive 
data. Relationships with suppliers and third-party partners are managed and monitored to 
ensure they meet information security requirements.  

Incident response plans are established for effecti ve management of security incidents, 
and business continuity plans are developed and imp lemented to ensure the availability 
of critical systems and information. Ongoing compli ance with ISO 27001 requirements is 
maintained through regular reviews and updates to s ecurity measures. Processes for 
monitoring, measurement, analysis, and evaluation a re implemented to assess the 
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effectiveness of information security controls. Reg ular internal audits are conducted to 
assess compliance and identify areas for improvemen t.  

It is worth mentioning that by complying with ISO 2 7001, the platform is instantly 
consistent with ISO 27002. ISO 27002 serves as a guide for implementing the controls 
mandated by ISO 27001. While ISO 27001 lacks detail ed instructions for control 
implementation, it depends on the insights offered by ISO 27002, which acts as a 
repository of best practices in information securit y. ISO 27002 offers direction on the 
choice, execution, and administration of controls n ecessary for fulfilling the objectives 
outlined in ISO 27001. 

ISO 27004 provides guidance on assessing the perfor mance of ISO 27001. It details the 
creation and operation of evaluation systems, along  with the analysis and communication 
of the impacts of a set of information security met rics. The standard outlines procedures 
for developing security metrics, which, when employ ed, offer insights into the efficacy of 
the implementation of the Information Security Mana gement System (ISMS) as per ISO 
27001. In the absence of appropriate metrics, an or ganization is unable to define the state 
of its information security and how risks are being  managed through ISO 27001. The use 
of metrics is essential for articulating the advant ages of ISO 27001 to management. 
Metrics serve as the primary mechanism driving the Plan-Do-Check-Act (PDCA) cycle and 
fostering continuous improvement. 

As a result, ISO 27004 encompasses all required gui delines used in establishing metrics 
(selecting what to measure), evaluating controls us ing these metrics, and documenting 
and conveying these metrics. It intricately outline s the measurement of the effectiveness 
of ISO 27002 controls. The recording and communicat ion of ISO 27001 effectiveness are 
crucial not only for continuous improvement but als o for enhanced transparency. 

ISO/IEC 27701 is an international standard that spe cifies the requirements for establishing, 
implementing, maintaining, and continually improvin g a Privacy Information Management 
System (PIMS). It is an extension to the Informatio n Security Management System (ISMS) 
standard ISO/IEC 27001 and provides additional guid ance on how to manage privacy 
effectively within the context of an organization. 

However, since the platform is already GDPR (Genera l Data Protection Regulation) 
compliant, it means that the platform has implement ed measures to protect the privacy 
and personal data of individuals as required by the  GDPR. GDPR is a comprehensive 
regulation that covers various aspects of data prot ection and privacy, consistent with 
standards set by ISO 27701 & 27001 respectively. 

Finally, ISO/IEC 27799 is a standard that provides guidelines for the management of 
information security controls specifically tailored  for the healthcare sector. Since it aligns 
with ISO/IEC 27002, it is designed to complement it , as a more specific industry-related 
information security control. 
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5! AI/ML modelsÕ testing 
As it has been specified in D6.3.2, the evaluation of the technical performance of the 
GATEKEEPER AI/ML models, as part of T5.2, T5.3, and T6.3 activities, is an iterative and 
continuous process providing evidence on their abil ity to accurately, reliably and precisely 
generate the intended technical output from the inp ut data. This is through verification 
and validation activities, e.g., unit-level, integr ation, and system testing, or by generating 
new evidence through the use of previously collecte d data [[12]]. In accordance with the 
ECÕs ÒEthics guidelines for trustworthy AIÓ [[13]] (D6.3.2) as well as drawing on structured 
AI/ML testing frameworks [[14], [15], [16], [17]], we consider the technical performance of 
an AI/ML system can be holistically characterised a nd tested with respect to both 
functional (i.e., correctness and model relevance) and non-functional (i.e., robustness and 
security, data privacy, efficiency, fairness, inter pretability) quality properties. 

In particular, AI/ML testing refers to any activity  designed to reveal bugs in an AI/ML 
system, i.e., any imperfection in an AI/ML item tha t causes a discordance between the 
existing and the required conditions [[14]]. By ado pting the terminology introduced by 
Zhang et al.[[14]], Ôtesting activitiesÕ, ÔAI/ML itemsÕ and Ôrequired conditionsÕ are, hereinafter, 
respectively referred to as testing workflow (e.g.,  test input generation, test oracle 
identification, test adequacy evaluation, bug triag e), testing components (i.e., training/test 
data, learning program, ML framework), and testing properties (e.g., correctness, 
efficiency, fairness). Figure 13 (adapted from Zhan g et al. [[14]]) illustrates the AI/ML testing 
workflow, with (i) offline testing, lying before mo del deployment, aiming at examining the 
AI/ML systemÕs behaviour using retrospective test d ata, whereas (ii) online testing 
evaluates a deployed AI/ML model, before it is deli vered to the target environment, using 
an A/B or Multi-Armed Bandit testing approach or, e valuates the runtime behaviour of a 
deployed AI/ML model when used as intended in its t arget environment (e.g., to trigger a 
retraining of the model on its predictive performan ce sudden or slow degradation in the 
context of CI/CD MLOps).  

In the remainder of this section, we (UoI) outline the AI/ML tests considered in 
GATEKEEPER organising them according to: (i) the AI/ML components in which bugs may 
be located (Table 3), and (ii) the functional and n on-functional testing properties of an 
AI/ML system that shall be guaranteed (Table 4). Th e specification of the exact tests 
pertinent to each GK AI/ML model (and the respectiv e AI/ML services) will be described 
in D5.7.2, whereas the related methods and results will be described in D6.3.3, D5.2.2 and 
D5.3.2. Figure 14 indicates how AI/ML testing activ ities in T5.7 are interrelated with the 
activities of other tasks, showing the process step s in the realisation of the platform. Our 
objective is to provide a high-quality, rigorous ev aluation of the technical performance of 
the GATEKEEPER AI/ML models by implementing best pr actices used in the 
development of AI/ML solutions [[15], [18], [19]], while avoiding common mistakes made in 
the evaluation of AI/ML tools  [[20]] (e.g., absent or incorrect quantitative eval uation, or 
inability to detect dataset shifts [[21]]) aiming a t their safe and effective adoption. In this 
direction, the adherence to TRIPOD statement [[22]]  in reporting the AI/ML modelsÕ 
methods and results shall support the transparent a ppraisal of their quality by 
researchers, clinicians, systematic reviewers and p olicy makers.  
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Figure 13 - Idealised workflow of ML testing (adapt ed from Zhang et al. ![[14]]) 

 

 
Figure 14 Ð AI/ML testing (T5.7) in relation to oth er tasks 

 

Table 3: ML Testing Components 

BUG DETECTION IN DATA 

! ! Test the completeness of the training/test/serving dataset. Semantic 
information encapsulated into the GATEKEEPER semant ic data models (T3.4, 
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D3.8) will be utilised to validate training/test da ta against type, domain and 
valency constraints in the data schema (e.g., outli ers, scaling).  

! ! Test the representativeness of training/test data w ith respect to the intended 
patient populationÕs characteristics, as they have been specified in the related 
pilot study protocols. 

! ! Test the existence of bias in the training/test dat a (e.g., biased labels). The 
PROBAST tool [[23]] will be applied, complementary to the methods used to 
identify and prevent algorithmic bias (see methods related to ÔFairnessÕ), to 
assess the presence of systematic errors in a study  design, conduct, or analysis 
originating from the data quality used for their de velopment. 

! ! Test the existence of skew between training data an d test data or between 
training data and serving data (the data that the M L model predicts after 
deployment). 

! ! Test the existence of training/test data poisoning or adversary information that 
may affect the modelÕs performance (see methods rel ated to ÔRobustness & 
SecurityÕ). 

BUG DETECTION IN LEARNING PROGRAM 

! ! Unit testing of each component of the AI/ML pipelin e (i.e., feature engineering, 
data pre-processing, dimensionality reduction, trai ning algorithm, testing 
algorithm) to ensure that Ôcode will function as ex pectedÕ. 

! ! Integration testing of the entire AI/ML pipeline. 

! ! Test the model selection procedure. 

! ! Test the configuration of the AI/ML algorithm by ve rifying the compatibility of 
the ML model with the target infrastructure in term s of hardware and software 
dependencies. 

BUG DETECTION IN ML FRAMEWORK 

! ! The existence of bugs in the AI/ML framework will n ot be examined, presuming 
that the use of a stable version of each AI/ML libr ary alleviates the risk of bugs 
that may impact the implementation of the AI/ML lea rning program. 

 

Table 4 ML Testing Properties 

FUNCTIONAL REQUIREMENTS 

Empirical Correctness 

Test the empirical correctness [[14]] of the ML mod el via cross-validation (i.e., hold-out, 
k-fold, or leave-one-out cross-validation) or boots trapping. Empirical correctness gives 
an estimation of the correctness of an ML model on future (unseen) data, i.e., the 
probability that the predicted label for an input ,  where  is the distribution of future data, 
equals the true label, by pertinent correctness mea sures (e.g., sensitivity, precision, 
mean absolute percentage error, R squared) subject to the characteristics of the 
dataset, and the intended use of the ML model. 
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Model Relevance 

Test model relevance [[14]], i.e., the difference b etween the simplest required capacity 
of any ML algorithm given the training data distrib ution and the capacity of the ML 
model under test. Best practices in model selection  and optimisation (e.g., nested cross-
validation, constraining model complexity via regul arisation, dropout, early stopping, or 
perturbed model validation) are useful for detectin g underfitting (high bias, low 
variance) or overfitting (low bias, high variance) of the training data. 

NON-FUNCTIONAL REQUIREMENTS 

Robustness & Security  

Test the adversarial robustness [[24]] of the ML mo del via apt measurement criteria; 
adversarial robustness is a sub-category of robustn ess measuring the resilience of the 
ML modelÕs correctness in the presence of adversari al perturbations on any ML 
component, i.e., the data, the learning program, or  the framework. As it has been 
specified in D6.3.2, the open-source Adversarial Ro bustness Toolbox [[25]] will be 
utilized in GATEKEEPER to defend and evaluate the d eveloped ML models against the 
adversarial threats of evasion, poisoning, extracti on, and inference, making them more 
secure and trustworthy at training, test and infere nce time. 

Data Privacy 

! ! Data privacy is respected and preserved by applying  the EU General Data 
Protection Regulation (GDPR), with related activiti es falling under GATEKEEPER 
WP1-related work.  

! ! Test the data pipeline has appropriate privacy cont rols, e.g., any user-requested 
data deletion shall propagate to the data in the ML  training pipeline, and to any 
learned models [[16]]. 

Efficiency 

Test the efficiency (or computational performance) of the ML model (training time, 
prediction time, throughput, RAM usage), as it cons titutes a proxy of an ML modelÕs 
complexity that need to be considered during model selection. 

Fairness 

Test the fairness of the ML model with respect to c haracteristics that are sensitive and 
need to be protected (referred as protected or sens itive attributes). A large number of 
fairness formulations and measurement metrics have been proposed in the literature 
[i.e., Fairness Through Unawareness, Group Fairness  (Demographic Parity, Equalised 
Odds, Equal Opportunity), Counter-factual Fairness,  Individual Fairness] which form the 
basis of test generation techniques for fairness te sting. The AI Fairness 360 [[26]] 
(AIF360), Aequitas [[27]], DeepLIFT [[28]], and Fairlearn [[29]] open-source toolkits will be 
utilised in GATEKEEPER providing us with a comprehe nsive set of methods to examine, 
report, and mitigate discrimination and algorithmic  bias (systematic errors) in ML 
models throughout their lifecycle (please see D6.3. 2). 

Interpretability 

Test the interpretability of the ML model, i.e., th e degree to which an observer can 
understand the cause of a decision made by an ML mo del [[30],[31]]. Interpretability 
contains two aspects: transparency (how the model w orks) and post hoc explanations 
(other information) that could be derived from the model [[14], [32]]. The open-source AI 
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Explainability 360 (AIX360) toolkit [[26]] has been  identified in GATEKEEPER as one of 
the core tools to add explainability to a complex d ataset or an ML model, providing also 
two quantitative metrics of the ÒgoodnessÓ of featu re-based local explanations (i.e., 
faithfulness and monotonicity) (D6.3.2). In additio n to AIX360, the SHAP [[33]], LIME [[34]], 
InterpretML [[35]], ELI5 [[36]], Skater [[37]] and Alibi [[38]] open-source explainability 
toolkits will be utilised aiming at embedding their  explainability methods into the AI/ML 
pipelines developed in GATEKEEPER.  
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6! Validation in real environment 
!Validation through Large Ð Scale Pilots (T7.5 Ð 
T5.7 collaboration) 

6.1.1! Integration  
The GATEKEEPER Platform has been deployed as a digi tal ecosystem at a large scale and 
validated through the 9 European pilots of the proj ect (Aragon, Basque Country, Cyprus, 
Greece, Milton Keynes, Bangor, Puglia, Saxony, Pola nd), with multiple reference use cases 
(RUCs) each, reaching a total number of 27195 end u sers including patients, healthcare 
professionals and informal caregivers [[39]]. It wa s also validated by T6.5 in the scope  of 
the Covid-19 survey, which was treated as a separat e study employing the platform. 

Each pilot has decided which components best serve its needs, leading to pilot 
developers employing the support material that comp onent owners have prepared (T5.7) 
to deploy them in the independent tenant of the pil ot in the GATEKEEPER infrastructure 
and integrate them (T7.5) with technologies used in  the pilot (adjusted in T7.5 and 
presented in the D3.8 GK Catalogue). All European p ilots used the Data Federation 
component and the Big Data Infrastructure. An overv iew of component and connector 
usage in all pilots is provided in Table 5. The Ann ex presents the support and monitoring 
method and tools employed in T7.5, as well as indic ative showcases of the integration of 
pilot technical solutions with the GATEKEEPER platf orm.  

End-user feedback from pilot representatives is pre sented in D7.4 Local impact 
assessment: exploitation, communication, replicabil ity and growth (M51).  

Table 5: GK component and connector usage by pilots  

Component No. of pilots 
using 

Pilots 

Data Federation (T4.4) 10 All European pilots + Covid-
19 survey study 

Things Management 
System (T4.2) 

2 Aragon, Basque Country 

Gatekeeper Trust Authority 
(T4.5) 

4 Aragon, Basque Country,  
Greece, Cyprus 

Authoring Tool (T5.5) 3 Aragon, Basque Country,  
Puglia 

Intelligent Medical Device 
Connectors (T5.4) 

4 Aragon, Milton Keynes, 
Bangor, Puglia 

Multi-Robot Connectors 
(T5.6) 

1 Milton Keynes 

Personal Health GK App 5 Basque Country, Milton 
Keynes, Bangor, Puglia, 
Saxony 
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Big Data Infrastructure 
(hosting AI processing 
activities) 

9 All European pilots 

 

6.1.2! Training material and support 
The pilots have been efficiently guided towards the  deployment and integration with the 
platform. Apart from the T7.5 efforts summarised in  the Annex, T5.7 has provided 
instructive and comprehensive material in the form of a deployment guide for each 
component  of the first version of the platform. The guides w ere prepared by the 
respective component provider, tested during a virt ual meeting by a developer familiar 
with Kubernetes or OKD/Openshift (on which the infr astructure has been built) but not 
involved in component development and then made ava ilable to the pilots on the release 
date of the platform. The tests concluded that the deployment of all three components is 
relatively simple with the help of the guides and r equires approximately two hours of 
effort. The Table of Contents (ToC) and a link to t he current version of the deployment 
guides, as updated after changes to the components,  is provided in Appendix E . 

Support is continuously available through the Slack channel #deployments , which was 
created to facilitate interaction and accelerate pr oblem-solving. The small number of 
support requests in the channel indicate that deplo yment of Platform version 1 was of low 
complexity (for developers familiar with containeri sation and having access to the 
provided guides). More specifically: 

¥! 2 operational issues: pending tenant access rights,  update to deployment file 
needs (solved) 

¥! 1 support request after an error message (solved) 

¥! 1 clarification to deployment guide requested (clar ification provided and 
updated guide uploaded) 

Moreover, after delivering the technologies to end- users, a ticketing system  for the 
GATEKEEPER platform was introduced, in order to cre ate, manage and maintain a list of 
user issues. After an inspection of available tools , it was decided to use a Trello board due 
to (i) its free support to unlimited users, (ii) fa miliarity of pilot representatives with it owing 
to the pre-existing ÒT7.5 GK Pilot IntegrationÓ board (see Annex), (iii) high customisability 
and notification feature, and (iv) connection with Slack.  

The board is private and platform component owners,  pilot representatives and open 
caller representatives have already joined. It feat ures an overview of component status 
(labelled as ÒupÓ, ÒdownÓ or Ònot released yetÓ), and enables pilots, as well as open callers, 
to issue tickets using a pre-defined template. The tickets progress to ÒIn progressÓ, ÒUnder 
reviewÓ and, finally, ÒResolvedÕ by the users and can be labelled as ÒUrgentÓ. Informative 
material is also included. It is noted that the tic keting system in question does not involve 
the data centre. For data-centre-related issues, th ere is a dedicated issue tracker 
available to platform users through VPN that is des cribed in D4.7.  
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Figure 15 Ð Screenshot from ÒGK Platform Ticketing systemÓ Trello board 

 

!Validation by third parties (T2.4 Ð T5.7 
collaboration) 

6.2.1! Integration 
Apart from the large-scale pilots that consist of p roject partners, the GATEKEEPER 
ecosystem aims at being enlarged through open calls  to SMEs, start-ups and new sites in 
an open innovative fashion. Two open calls have bee n organised in the scope of T2.4, their 
detailed description included in D2.6 and D2.6.2: 

¥! Open Call 1, 11 awardees 

¥! Open Call 2, 7 awardees  

Open callers have been invited to test and integrat e with the Data Federation, the Big Data 
Infrastructure and the Marketplace.  

The integration results are presented in both the o pen callersÕ deliverables and the 
projectÕs D7.3. Moreover, successful integrations have been mentioned in component 
deliverables as exemplary use cases, such as the on e of Open Call 1 awardee Envira with 
the Data Federation and GTA described in D4.12. 

6.2.2!Training material and support 
Thorough instructions and adequate support have bee n provided to open callers so that 
they are guided to integrate with the GATEKEEPER pl atform. In terms of training material, 
open callers have been offered detailed manuals  for the GATEKEEPER infrastructure and 
the components. The latest editions are listed in A ppendix D but cannot be included as a 
whole due to their confidential nature. 
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As far as support is concerned, WP5 partners have b een assigned mentorship  to the open 
callers as in Table 6. In addition, a series of webinars  have been organised, while 
continuous support is available through Slack . 

Table 6 : Open Call 1 mentors (table adapted from D 2.6.2) 

Open Call 1 Project  Mentor assigned  Partner 

Envira Paolo Zampognaro ENG 

Spirocco Ltd. Alessio Antonini OU 

Braingaze Leire Bastida TEC 

Ab.Acus Catherine Chronaki HL7 

Nissatech Salman Haleem UOW 

Gripwise Eleni Georga UOI 

Promptly Sergio Copelli MME 

University of Vigo David Martin Barrios IBER 

CognitEye David Ragget W3C 

Quadible Ltd Bangfu Tao SAM 

NIM Competence 
Center Claudio Caimi 

HPE 

 

Table 7: Open Call 2 mentors 

Open Call 2 Project  Mentor assigned  Partner 

DTX@GK Silvio Pagliara UOW 

iwelli4ageing Silvio Pagliara UOW 

GastricAITool Silvio Pagliara UOW 

ParkinsonAID Silvio Pagliara UOW 

CONCERTO Marta Perez MDT 

Abruzzo That Cares Robin Kleiner M+ 

FHIRING SHARE 
DATA 

Albert Pages S4C 

 

6.2.3!End-user validation survey 
An online survey was distributed to open callers af ter their interaction with GATEKEEPER 
platform in order to collect feedback (Table 8). Th e survey was prepared particularly for 
the project, collected information about the respon dentsÕ profile (without direct 
identifiers) and their evaluation and comments afte r using the platform. !
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Table 8: End-user validation survey for open caller s 

No. GATEKEEPER End-user validation survey 

1 What is the name of your organisation? 

2 What is the type of your organisation? 

3 Which open call challenge was your solution for? 

4 What is your role in your organisation? 

5 Did you have previous experience with the standards  used in GATEKEEPER? 

6 Which GATEKEEPER Platform components did you use? 

7 How satisfied are you with the GATEKEEPER platform?  

8 What features do you find most valuable and why? 

9 What one thing are you most excited about? 

10 What did you like the least? 

11 How was your experience with the interface? 

12 Was the language in the components clear and straig htforward? 

13 How difficult were your assignments? 

14 Did it take you more or less time than you expected  to complete your task? 

15 How helpful did you find the training material prov ided? 

16 Are there any comments/suggestions from your side o n the training material 
(guides) and the support (webinars, workshops, ment orship) provided? 

17 What is your target market? 

18 Would your target market benefit from using the GAT EKEEPER platform? How? 

19 Would your organisation benefit from using the GATE KEEPER platform? How? 

20 How would you improve the components? 

21 Would you consider using the GATEKEEPER platform in  the future?  
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6.2.4!End-user validation results 
12 responses to the end-user validation survey were  collected from open callers. The 
respondentsÕ background information is displayed in  Table 9, while Table 10 summarises 
their feedback.    

Table 9 : End-user validation survey respondentsÕ p rofile 

GATEKEEPER End-user validation survey: RespondentsÕ  profile  

2. What is the type of your organisation? 

 

The pie chart shows the organisation type 
that each open caller belongs in. Over half 
of the open callers work in small/medium 
enterprises (SME). The rest are nearly evenly 
split between universities and start-ups. 

3. Which open call challenge was your 
solution for? 

 

 

 

 

 

 

 

 

 

The bar chart depicts the open call 
challenges targeted by the respondents.  

4. What is your role in your organisation? 

 

 

 

 

 

 

 

 

 

 

This graph shows the results about the open 
callersÕ role in their organisation. Participants 
mentioned 4 categories, where the majority 
are developers. The proportion of those who 

5. Did you have previous experience with the 
standards used in GATEKEEPER? 

 

 

 

 

 

 

 

 

 

The chart shows that more than half of the 
open callers didnÕt have previous 
experience with the standards used in the 
project. Nearly a third of participants have 



D5.14 D5.7.2 Ð Technical validation report   

 

 

Version 1.0   I   2024-01-31   I   GATEKEEPER ©! 42 

 

are a data scientist or product manager is 
the same. 

already used the Web of Things, while FHIR 
has the smallest percentage. 

 

 
[6]! Which GATEKEEPER Platform components did you use? 

 

 

 

 

 

 

 

 

 

 

 

The bar chart shows which GATEKEEPER platform compo nents were used by the open 
callers. According to the chart, the Data federatio n and the Marketplace were the most 
popular components. 

 

Questions 7-10 

 

 

 

 

 

 

 

 

 

 

 

 

 

The difference in this group of questions does not appear to be significant as most of the 
answers are equal to ~33%. 



D5.14 D5.7.2 Ð Technical validation report   

 

 

Version 1.0   I   2024-01-31   I   GATEKEEPER ©! 43 

 

Table 10: Open callersÕ feedback on the GATEKEEPER Platform 

GATEKEEPER End-user validation survey: RespondentsÕ  feedback  

11. How was your experience with the 
interface? 

 
This graph shows the assessment results 
regarding the ease of use of the interfaces. 
None of the participants found the interfaces 
too difficult to use. 

12. Was the language in the components 
clear and straightforward? !

!
!

Most of the open callers (83.3%) didnÕt face 
any problem with the language in the 
components. but found it clear and 
straightforward instead. 

13. How difficult were your assignments? 
 

 
 
 

 
 
 

 
 
!

!

!

 
The majority of the participants rated their 
open-call assignments somewhat difficult 

(41.7%) or neutral (41.7%). Only an 8.3% 
considered the assignments as very 

difficult, while the same percentage found 
them somewhat easy.  

14. Did it take you more or less time than 
you expected to complete your task? 

!

!

!

!

!

!

!

!

!

!

!

 
 

 
This graph indicates that the majority of 
the participants (66.7%) needed more 

time to complete their tasks than 
expected.  
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15. How helpful did you find the training 
material provided? 

 
 
 

 
 
 
 

 
 
 

 
 
 

 
 

This graph indicates that the majority of the 
participants found the provided training 

material very helpful (33.7%) or somewhat 
helpful (41.7%). 

16. Are there any 
comments/suggestions from your side 
on the training material (guides) and the 

support (webinars, workshops, 
mentorship) provided? 

¥!Mentorship can be improved  and the 
support to answer questions  when 

requested. The slack channel was not 
very active 

¥!Although the instructions were 
helpful , there was no troubleshooting 
section . To upload a new thing into the 
marketplace I done several attempts 
and all were rejected. I didn't have a 
clue of what was failing. Even when 

asking the chatbot, there was no 
solution because it was "under 

development". 

¥!Very helpful and detailed materials . 

¥!Training materials should have been 
available earlier  in the life of the 
project. Once available they were 

indeed very helpful . 

¥!In my opinion the biggest issue was 
the difficulty to access to the 
documentation and practical 

examples , because we are external to 
the consortium and we feel some 

barriers in accessing information, and 
delays from the technological side to 

make the deployments and give 
access to the end points.  
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17. What is your target market? 
 

This graph indicates that the majority of the 
participants have as target market the 

healthcare.  

18. Would your target market benefit 
from using the GATEKEEPER platform? 

How? 

¥!Yes, the platform would enable them 
to access comprehensive health 

information and services  

¥!They can have access to wider 
services  

¥!Diabetic patients can use our 
prediction algorithm to identify 

hypoglycemic events, in the short 
period ahead, i.e., 1h. 

¥!For sure, by enhancing 
interoperability  between IAQ devices 
and platform and services providers 

¥! It could facilitate access to target 
stakeholders  to our services and 

applications through the Marketplace. 
It could help us to collect and 
consolidate data from them to 

facilitate data analysis . 

¥!Quick access to apps  and reuse of 
data for scientific purposes  

¥!Yes, healthcare professionals could 
benefit from getting SPEAKapp 

through the GK platform thanks to the 
FHIR standardization and the 

facilitated integration . 

¥! Ideally I see a lot of added value , but 
in practice I think it will be very difficult 
to operationalize. For example, there is 
no way of knowing if the patient I want 
to assess already exists in the system, 
so the richness of the data is partially 

lost. 

¥!Yes, healthcare would benefit from 
using the solution  so develop new 

technologies for monitoring patients 
and early-stage disease prevention. 

¥!Yes, it would, as the GATEKEEPER 
platform is tailored to the healthcare 

environment and market . 

¥!Yes, it helps to demonstrate the new 
developments . 
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¥!Yes, getting recommendations from 
AI assisted systems . 

19. Would your organisation benefit from 
using the GATEKEEPER platform? How? 

 
This graph indicates that the majority of the 
participants believe that their organisation 

will benefit from the GK platform.  

20. How would you improve the 
components? 

¥!If I had to improve the components, I 
would definitely increase the options 

for user feedback 

¥!Better support  on how to use them 

¥!No idea. 

¥!Taking into account feedback from 
other pilots engaged in 
GATEKEEPER project. 

¥!By providing alternate, more 
convenient, security mechanisms  to 
access components from outside the 

GATEKEEPER platform. 

¥!The VPN is a very rigid  mechanism 

¥!It would be useful to be able to fully 
integrate our solution into the 

platform  and not only through the 
data federation. 

¥!Remove the need of VPN access  
using encrypted connection (HTTPS). 
Establish a single semantics , have 
glossaries for the identification of 

FHIR resources, the versatility is so 
big that I end up not considering FHIR 

a standard. 

¥!The Data Federation would be 
improved by removing the need for 

establishing a site-to-site VPN  
through a GATEWAY and would 

allow the devices to directly publish 
to the GATEKEEPER platform. 

¥!I would remove the need for vpn 
connection between the device and 

the data federation . 

¥!By providing multi-language 
support . 

¥!Improve stability and functionality . 
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21. Would you consider using the GATEKEEPER platfor m in the future? 

 
 

According to the chart most of the participants wou ld consider making use of the GK 
platform in the future. 

 

Although most of the respondents were not familiar with the standards used in 
GATEKEEPER, the majority reported satisfaction with  the platform (91% rated it with 3 or 
above out of 5 in a Likert scale) and believed that  their organisation would benefit from 
using it (92.3%). In addition, the majority of them  would consider using it in the future (75% 
responded positively). The interfaces, componentsÕ language, and training material were 
rated positively, while interoperability, quick acc ess to apps, data reuse, and tailoring to 
healthcare were particularly mentioned as strong po ints, among others.  

Recommended future improvements include the removal  of the site-to-site VPN access 
constraint and individual suggestions for increased  feedback options and support and 
improved stability and functionality.  
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7! Beyond GATEKEEPER architecture 
As GATEKEEPER progresses, valuable lessons have been gleaned from the current 
landscape, and it's apparent that certain challenge s and lock-ins must be addressed to 
propel the platform into a future of seamless scala bility and adaptability. 

Firstly, the current architectural model faces cons traints in scaling to a massive number 
of microservices. The prevailing trend suggests tha t pure microservices architecture will 
soon become the norm rather than the exception. GAT EKEEPER presently operates in a 
hybrid environment, combining monolithic applicatio ns with microservices. An illustrative 
example is the integration of the FHIR server withi n the data federation, creating a blend 
of architectural paradigms. Looking ahead, it is im perative to envision a shift towards a 
more modular, microservices-oriented structure. Whi le Kubernetes has served as a 
robust orchestration tool, the evolving landscape d emands more sophisticated solutions 
like service meshes for effective microservices man agement at scale. 

Secondly, GATEKEEPER's reliance on VPNs introduces a potential lock-in issue with its 
current HPE provider. Although the platform is buil t on open-source software and tools, 
the dependency on VPNs poses challenges for seamles s portability across diverse cloud 
environments Ñ be it public, private, or on-premise s infrastructure. To overcome this 
challenge and unlock the platform's potential for b roader scalability, an advanced 
architectural model such as a zero-trust architectu re is essential. By adopting this model, 
GATEKEEPER can elevate security to the application level, decoupling it from specific 
network and cloud technologies. This strategic shif t will not only enhance security 
measures but also liberate the platform from vendor -specific constraints, facilitating a 
more agile and adaptable ecosystem. 

In essence, these lessons underscore the importance  of future-proofing the GATEKEEPER 
architecture, ensuring it aligns seamlessly with em erging industry standards and 
technological advancements, paving the way for a mo re scalable, modular, and secure 
healthcare data ecosystem. 
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8! Conclusion 
As an innovative, large, and complex system, the GA TEKEEPER platform requires rich 
verification and validation. D5.14 follows up on re quirement elicitation, architecture design, 
system construction, and the D5.7 intermediate vali dation report by presenting the final 
platform integration and validation results.  

The current report documents the successful testing  of the tools created for data 
acquisition, adaptation to FHIR, and visualisation,  as well as for sharing health-related 
solutions and data via the GATEKEEPER Marketplace w ith the increased trust provided by 
the GATEKEEPER Trust Authority. The public web appl ications targeted at a larger 
audience, the Authoring Tool for Dashboards and the  GATEKEEPER Marketplace, were 
also audited for accessibility and penetration test ed. Faults and potential improvements 
identified during the testing phase were fixed to e nsure the final high quality of the tools. 
Further testing results can be found in the AI/ML t asksÕ deliverables, the framework for 
which is presented in D5.14. 

The large-scale pilots of the project and the award ees of the two open calls employed 
the GATEKEEPER platform for different studies and s cenarios, as the platform is modular 
and can be deployed and used according to different  stakeholder needs and wishes. The 
platform was highly rated in terms of satisfaction by open caller representatives, who also 
believed in its benefits to their organisation and target market. Not only this positive 
feedback, but also the suggestions for improvement and the knowledge acquired during 
the project provided valuable insights into Òfuture proofingÓ the platform. ]   
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Appendix A Verification test reports 
Authoring Tool  

The Authoring Tool test reports have been provided by Tecnalia. 

Test Data Processing 

Test ID  AT1 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming Use Cases with their patien ts list, from the JSON 
file (Input field), which simulates the output of t he following RESTful 
service, are the same as retrieved practitioners, w ith their corresponding 
user names, and "active" fields. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/CareTeam?_include=CareTeam:patient&_pre tty=true&particip
ant=###PRACTITIONER_ID###&_elements=subject,reasonC ode 

Verified 
requirement(s) 

Req_AP_25, Req_AP_31 

 

Tool Django unittest 

Input É/tests/raw_data/get_usecases_and_patients_list-rem ote_response.json 

Expected result Retrieve the same Use Cases, with their patients ID s. 

Output Retrieved the same Use Cases, with their patients I Ds. 

Repository link É/test/test_data_processing.py-> 

Method "test_use_cases_and_patients_extraction" 

Comments  

 

Test ID  AT2 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming variables of a patient, fro m the JSON file (Input 
field), which simulates the output of the following  RESTful service, are the 
same as retrieved variables with their IDs, descrip tions and units. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Observation?subject=###PATIENT_ID###&_f ormat=json&_el
ements=code,valueQuantity 

Verified 
requirement(s) 

from D3.1.2 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 
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¥! Patient ID 

Expected result Retrieve all the patient variables with their IDs, descriptions and units. 

Output Retrieved all the patient variables with their IDs,  descriptions and units. 

 

Repository link É/test/test_data_processing.py-> 

Method "test_vars_extraction" 

Comments  

 

Test ID  AT3 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming practitioners, from the JSO N file (Input field), which 
simulates the output of the following RESTful servi ce, are the same as 
retrieved practitioners, with their corresponding u ser names, and "active" 
fields. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Practitioner?_elements=id,active,name,q ualification 

Verified 
requirement(s) 

from D3.1.2 

Tool Django unittest 

Input É/tests/raw_data/get_practitioners_list-remote_resp onse.json 

Expected 
result 

Retrieve the same practitioners, with their IDs, us er names, and active fields. 

Output Retrieved the same practitioners, with their IDs, u ser names, and active fields. 

 

Repository link É/test/test_data_processing.py-> 

Method "test_practitiones_extraction" 

Comments  

 

Test ID  AT4 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming variable values of a patien t, from the JSON file 
(Input field), which simulates the output of the fo llowing RESTful service, 
are returned and grouped correctly by selected freq uency. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Observation?subject=###PATIENT_ID###&_f ormat=json&_ele
ments=code,valueQuantity,valueBoolean,effectiveDate Time 
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Verified 
requirement(s) 

Req_AP_04, Req_AP_08 

 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 

¥! Patient ID 

¥! Frequency = "DAILY" 

Expected result Retrieve all the patient variable values grouped co rrectly by selected 
frequency. 

Output Retrieved all the patient variable values grouped c orrectly by selected 
frequency. 

Repository link É/test/test_data_processing.py-> 

Method "test_observations_extraction_freq_daily" 

Comments  

 

Test ID  AT5 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming variable values of a patien t, from the JSON file 
(Input field), which simulates the output of the fo llowing RESTful service, 
are returned and grouped correctly by selected freq uency. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Observation?subject=###PATIENT_ID###&_f ormat=json&_ele
ments=code,valueQuantity,valueBoolean,effectiveDate Time 

Verified 
requirement(s) 

Req_AP_04, Req_AP_08 

 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 

¥! Patient ID 

¥! Frequency = "WEEKLY" 

Expected result Retrieve all the patient variable values grouped co rrectly by selected 
frequency. 

Output Retrieved all the patient variable values grouped c orrectly by selected 
frequency. 

Repository link É/test/test_data_processing.py-> 

Method "test_observations_extraction_freq_weekly" 

Comments  
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Test ID  AT6 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming variable values of a patien t, from the JSON file 
(Input field), which simulates the output of the fo llowing RESTful service, 
are returned and grouped correctly by selected freq uency. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Observation?subject=###PATIENT_ID###&_f ormat=json&_ele
ments=code,valueQuantity,valueBoolean,effectiveDate Time 

Verified 
requirement(s) 

Req_AP_04, Req_AP_08 

 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 

¥! Patient ID 

¥! Frequency = "MONTHLY" 

Expected result Retrieve all the patient variable values grouped co rrectly by selected 
frequency. 

Output Retrieved all the patient variable values grouped c orrectly by selected 
frequency. 

Repository link É/test/test_data_processing.py-> 

Method "test_observations_extraction_freq_monthly" 

Comments  

 

Test ID  AT7 

Component ProcessRemoteDataUtils 

Test objective Check that all incoming variable values of a patien t, from the JSON file 
(Input field), which simulates the output of the fo llowing RESTful service, 
are returned and grouped correctly by selected freq uency. 

http://gk-fhir-server-gatekeeper-dev.apps.okd.secla b.local/gk-fhir-
server/fhir/Observation?subject=###PATIENT_ID###&_f ormat=json&_ele
ments=code,valueQuantity,valueBoolean,effectiveDate Time 

Verified 
requirement(s) 

Req_AP_04, Req_AP_08 

 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 

¥! Patient ID 
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¥! Frequency = "YEARLY" 

Expected result Retrieve all the patient variable values grouped co rrectly by selected 
frequency. 

Output Retrieved all the patient variable values grouped c orrectly by selected 
frequency. 

Repository link É/test/test_data_processing.py-> 

Method "test_observations_extraction_freq_yearly" 

Comments  

 

Test ID  AT8 

Component ProcessRemoteDataUtils 

Test objective Check that it is not allowed an incorrect frequency  value, for the extraction 
and grouping variable values of a patient. 

Verified 
requirement(s) 

Req_UI_21, Req_UI_24 

Tool Django unittest 

Input ¥! É/tests/raw_data/get_observations-remote_response.j son 

¥! Patient ID 

¥! Frequency = "aaaaa" 

Expected result Retrieve an error, indicating only allowed frequenc ies. 

Output Retrieved an error, indicating only allowed frequen cies. 

Repository link É/test/test_data_processing.py-> 

Method "test_observations_extraction_freq_aaaaa" 

Comments  

Test Generic Services 

Test ID  AT9 

Component Django view: GetCurrentUserSettings 

Test objective Test preferences retrieve 

Verified 
requirement(s) 

Req_UI_20 

Tool Django unittest 

Input None 

Expected result User preferences (external_user_id, aggregated_user s, username, 
language) 
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Output User preferences (external_user_id, aggregated_user s, username, 
language) 

Repository link É/test/test_generic_services.py-> 

Method "test_preferences_retrieve" 

Comments  

 

Test ID  AT10 

Component Django view: SetCurrentUserSettings 

Test objective Test language change 

Verified 
requirement(s) 

Req_AP_56 

Tool Django unittest 

Input A valid language code 

Expected result Same base user preferences with language replacemen t 

Output Same base user preferences with language replacemen t 

Repository link É/test/test_generic_services.py-> 

Method " test_language_change" 

Comments  

 

Test ID  AT11 

Component Django view: SetCurrentUserSettings 

Test objective Test invalid language change 

Verified 
requirement(s) 

Req_AP_56 

Tool Django unittest 

Input An invalid language code 

Expected result User preferences (external_user_id, aggregated_user s, username, 
language) 

Output User preferences (external_user_id, aggregated_user s, username, 
language) 

Repository link É/test/test_generic_services.py-> 

Method "test_invalid_language_change " 

Comments  
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Test ID  AT12 

Component Django view: GetLanguagesList 

Test objective Test coverage of main languages (German, English an d Spanish) 

Verified 
requirement(s) 

Req_AP_56 

Tool Django unittest 

Input None 

Expected result List containing id and names for each language. Lis t includes ÔdeÕ, ÔenÕ and 
ÔdeÕ 

Output List containing id and names for each language. Lis t includes ÔdeÕ, ÔenÕ and 
ÔdeÕ 

Repository link É/test/test_generic_services.py-> 

Method "test_available_languages" 

Comments  

 

Test ID  AT13 

Component Django view: DashboardCrud 

Test objective Test dashboard details retrieve 

Verified 
requirement(s) 

Req_UI_04, Req_UI_07, Req_UI_17, Req_UI_19, Req_UI_20, Req_AP_02, 
Req_AP_54, Req_AP_55 

Tool Django unittest 

Input ¥! Dashboard id 

Expected result An object describing the dashboard including all re quired data to edit and 
render dashboards and the nested panels 

Output JSON object without no substantial difference from the dashboard stored in 
database 

Repository link É/test/test_model_views.py-> 

Method "test_dashboard_details_retrieve " 

Comments  

 

Test ID  AT14 

Component Django view: DashboardCrud 
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Test objective Test dashboard list retrieve 

Verified 
requirement(s) 

Req_UI_04, Req_UI_07, Req_UI_17, Req_UI_19, Req_UI_20, Req_AP_02, 
Req_AP_54, Req_AP_55 

Tool Django unittest 

Input None 

Expected result A list containing the id and some general info abou t the existing dashboard 

Output JSON object list containing the only dashboard stor ed in database 

Repository link É/test/test_model_views.py-> 

Method "test_dashboard_retrieve_list " 

Comments  

 

Test ID  AT15 

Component Django view: DashboardCrud 

Test objective Test dashboard update 

Verified 
requirement(s) 

Req_UI_04, Req_UI_07, Req_UI_17, Req_UI_19, Req_UI_20, Req_AP_02, 
Req_AP_54, Req_AP_55 

Tool Django unittest 

Input Modified dashboard object to replace the existing o ne 

¥! A modified object  

Expected result No output, state change of the dashboard. New objec t should be equal to 
the input 

Output No output, state change of the dashboard. New objec t equal to the input 

Repository link É/test/test_model_views.py-> 

Method "test_dashboard_update" 

Comments  

 

Test ID  AT16 

Component Django view: DashboardCrud 

Test objective Test dashboard create 

Verified 
requirement(s) 

Req_UI_04, Req_UI_07, Req_UI_17, Req_UI_19, Req_UI_20, Req_AP_02, 
Req_AP_54, Req_AP_55 

Tool Django unittest 
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Input ¥! A dashboard object 

Expected result A new dashboard object with the same fields posted 

Output A new dashboard object with the same fields posted 

Repository link É/test/test_model_views.py-> 

Method "test_dashboard_create" 

Comments  

 

Data Federation 
The Engineering components that have been ÒunitÓ te sted are those related to the DF 
module. The requirements gathered in T3.1 highlight  the need for (i) heterogeneous data 
acquisition and adaptation (to a GK-FHIR profile) a nd (ii) retrieval of FHIR-compliant 
adapted data and have been gathered at the end of t he section.  

Such components are respectively, the IntegrationEn gine, the FHIRServer, the 
FHIRProfileValidator and the RDFWatcher.  

The Data Federation test reports have been provided  by Engineering. 

IntegrationEngine 
This component is a REST Service exposing two APIs (i.e. Southbound API) in order to 
support the heterogeneous data acquisition and adaptation. Here below the Swagger 
Interface documentation. The two entries are relate d to the acquisition of the data from 
IoT devices (or IoT gateway) and from health organi sation legacy electronic health record 
(EHR). 

 

Here below some unit tests executed for one of thes e entries. 
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Test ID  DF1 

Component IntegrationEngine 

Test objective The objective of the test is to demonstrate the cap ability of the 
component to accept data from an IoT data source an d to adapt it 
against a FHIR profile.  

PRECONDITIONS 

¥! a converter, associated to the specific data source , has 
been already integrated within the IntegrationEngin e 

NOTE 

¥! Being a unit test, we used mock IoT data (i.e. not associated 
to any real device) 

Verified requirement(s) from D3.1.2 

Tool Postman 

Input  {  

    "device_info": { 

        "uuid": "30afdf79-b363-40d4-ac99-70db778c74 4b", 

        "fw_ver": "V1.4.2" 

    }, 

    "measures": [ 

        { 

            "n": "co2", 
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            "u": "ppm", 

            "v": 673.000 

        }, 

        { 

            "n": "voc", 

            "u": "ppm", 

            "v": 275.000e-3 

        }, 

        { 

            "n": "co", 

            "u": "ppm", 

            "v": 0.206 

        }, 

        { 

            "n": "pm10", 

            "u": "ug/m3", 

            "v": 0.000 

        }, 

        { 

            "n": "pm2.5", 

            "u": "ug/m3", 

            "v": 0.162 

        }, 

        { 

            "n": "temp", 

            "u": "Cel", 

            "v": 32.966 

        }, 

        {tci 

            "n": "hum", 

            "u": "%RH", 

            "v": 44.355 

        }, 

        { 

            "n": "prb", 

            "u": "hPa", 

            "v": 1002.427 

        }, 

        { 

            "n": "pm1", 

            "u": "ug/m3", 

            "v": 2.813 

        }, 
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        { 

            "n": "pm4", 

            "u": "ug/m3", 

            "v": 0.162 

        }, 

        { 

            "n": "iaqi", 

            "u": "count", 

            "v": 65 

        }, 

        { 

            "n": "tci", 

            "u": "count", 

            "v": 37 

        }, 

        { 

            "n": "eiaqi", 

            "u": "count", 

            "v": 3 

        } 

    ] 

} 

Expected result 1.! HTTP response: code response 201 

2.! The server FHIR holds the converted data 

Output Same as Expected result 

Screenshot(s) screenshot related to Expected result 1 

 

screenshot related to Expected result 2 
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Comments   

 

 

FHIR server 
This component is an implementation of the HL7-FHIR  specification in Java based on a 
REST Service exposing all the FHIR APIs.  

 

Test ID  DF2 

Component FHIR server 

Test objective The objective of the test is to demonstrate the ava ilability of the 
FHIR server and its compliance with FHIR standard.  

PRECONDITIONS 

¥! Some Observations must be stored in the server 

 

Verified requirement(s) from D3.1.2 

Tool Postman 

Input Request parameters 

¥! _sort=-_id, orders the Observations in descending w ay by its 
stored time; 
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¥! _pretty=true, the response is printed in a human-re adable 
form 

Expected result 1.! HTTP response: code response 200 

2.! The server FHIR returns the requested Observations 

Output Same as Expected result 

Screenshot(s) 

 

Comments  

 

 

RDFWatcher 
This component is a series Linux scripts that execu tes the RDF conversion. In fact, it shares 
a folder with the FHIR Server and it listens for al l new files that wrote in it; when a new file 
has been written the watching process launch an RDF  conversion procedure. After that, 
the new RDF content is sent to the RDF Server. 

 

Test ID  DF3 

Component RDFWatcher 

Test objective The objective of the test is to demonstrate that th e system 
observes the FHIR Resources creation and for each o f them it 
executes a transformation process in RDF.  
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PRECONDITIONS 

¥! Observe the number of Resources within the FHIR ser ver; 

¥! the GK Integration Engine test should have been alr eady 
executed. 

Verified requirement(s) from D3.1.2 

Tool RDF4JWorkbench 

Input JSON is the same used for GK Integration Engine tes t 

Expected result It confirms that exists an increase of the Resource s within the RDF 
server. 

Output The Resources were increased, confirming new RDF st atements are 
available in the triple store. 

Screenshot(s) 
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Comments  

 

 

 

 

 

FHIRProfileValidator 
This component is a java library (released in a jar  container) to invoke when needed.  

 

Test ID  DF4 

Component FHIRProfileValidator 

Test objective The objective of the test is to demonstrate the cap ability of the 
FHIRProfileValidator to validate a GK resource.  

 

PRECONDITIONS 

In order to provide an invalid resource, the ÔcodeÕ and 
ÔeffectiveDateTimeÕ parameters have been deleted from the valid 
resource. 

Verified requirement(s) from D3.1.2 

Tool ad hoc java main 

Input 1.! a JSON string representation about a valid GK Obser vation 
resource  

2.! a JSON string representation about a not valid GK 
Observation resource  

Expected result 1.! Resource successfully validated 

2.! Resource not validated 

Output  In case of Input 1 (a valid resource): 

Validating resourcesÉ 

Validated successfully! 

as Expected result 1  

 

In case of Input 2 (a not valid resource): 

Validating resources... 

 Next issue ERROR - Observation - Observation.code:  minimum required = 1, but only 
found 0 (from http://hl7.eu/fhir/ig/gk/StructureDef inition/observation-bp-gk) 

 Next issue ERROR - Observation - Observation.subje ct: minimum required = 1, but 
only found 0 (from http://hl7.eu/fhir/ig/gk/Structu reDefinition/observation-bp-gk) 
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 Next issue ERROR - Observation - Observation.effec tive[x]: minimum required = 1, but 
only found 0 (from http://hl7.eu/fhir/ig/gk/Structu reDefinition/observation-bp-gk) 

 Next issue ERROR - Observation.component[0].value. ofType(Quantity) - 
Observation.component:SystolicBP.value[x].unit: min imum required = 1, but only found 
0 (from http://hl7.eu/fhir/ig/gk/StructureDefinitio n/observation-bp-gk) 

 Next issue ERROR - Observation.component[1].value. ofType(Quantity) - 
Observation.component:DiastolicBP.value[x].unit: mi nimum required = 1, but only 
found 0 (from http://hl7.eu/fhir/ig/gk/StructureDef inition/observation-bp-gk) 

NOT Validated! 

as Expected result 2  

Screenshot(s) - 

Comments - 

Here below the two JSON string representation sampl es related to the 
FHIRProfileValidator test. 

 

1.! Blood pressure valid JSON 
{ 

  "resourceType": "Observation", 

   "meta": { 

    "profile": [ 

      "http://hl7.eu/fhir/ig/gk/StructureDefinition /observation-bp-gk" 

    ] 

  }, 

  "status": "final", 

  "category": [ 

    { 

      "coding": [ 

        { 

          "system": "http://terminology.hl7.org/Cod eSystem/observation-category", 

          "code": "vital-signs", 

          "display": "Vital Signs" 

        } 

      ] 

    } 

  ], 

  "code": { 

    "coding": [ 

      { 

        "system": "http://loinc.org", 

        "code": "85354-9", 

        "display": "Blood pressure panel with all c hildren optional" 

      } 

    ], 
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    "text": "Blood pressure systolic and diastolic"  

  }, 

  "effectiveDateTime": "2021-01-12T11:17:48.887807025Z", 

  

  "component": [ 

    { 

      "code": { 

        "coding": [ 

          { 

            "system": "http://loinc.org", 

            "code": "8480-6", 

            "display": "Systolic blood pressure" 

          } 

        ] 

      }, 

      "valueQuantity": { 

        "value": 103, 

        "system": "http://unitsofmeasure.org", 

        "code": "mm[Hg]" 

      } 

    }, 

    { 

      "code": { 

        "coding": [ 

          { 

            "system": "http://loinc.org", 

            "code": "8462-4", 

            "display": "Diastolic blood pressure" 

          } 

        ] 

      }, 

      "valueQuantity": { 

        "value": 74, 

        "system": "http://unitsofmeasure.org", 

        "code": "mm[Hg]" 

      } 

    } 

  ] 

} 

 

2.! Blood pressure not valid JSON (missing ÔcodeÕ and ÔeffectiveDateTimeÕ 
parameters) 

{ 
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  "resourceType": "Observation", 

   "meta": { 

    "profile": [ 

      "http://hl7.eu/fhir/ig/gk/StructureDefinition /observation-bp-gk" 

    ] 

  }, 

  "status": "final", 

  "category": [ 

    { 

      "coding": [ 

        { 

          "system": "http://terminology.hl7.org/Cod eSystem/observation-category", 

          "code": "vital-signs", 

          "display": "Vital Signs" 

        } 

      ] 

    } 

  ], 

  "component": [ 

    { 

      "code": { 

        "coding": [ 

          { 

            "system": "http://loinc.org", 

            "code": "8480-6", 

            "display": "Systolic blood pressure" 

          } 

        ] 

      }, 

      "valueQuantity": { 

        "value": 103, 

        "system": "http://unitsofmeasure.org", 

        "code": "mm[Hg]" 

      } 

    }, 

    { 

      "code": { 

        "coding": [ 

          { 

            "system": "http://loinc.org", 

            "code": "8462-4", 

            "display": "Diastolic blood pressure" 

          } 
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        ] 

      }, 

      "valueQuantity": { 

        "value": 74, 

        "system": "http://unitsofmeasure.org", 

        "code": "mm[Hg]" 

      } 

    } 

  ] 

} 

 

Here below the related D3.1.2 requirements for the next integration test: 

Req_AP_24, Req_AP_63, Req_AP_64, Req_AP_65, Req_DA_07, Req_DA_12, Req_DA_20, 
Req_DA_21, Req_DA_23, Req_DA_24, Req_DSP_18, Req_DSP_19, Req_DSP_20.  

 

Robot connector 
The Robot connector test reports have been provided  by Open University. 

Test ID  RC1 

Component(s) Robot connector backend 

Test objective The created FHIR Observation matches the data provi ded by the 
robot 

Verified requirement(s) Req_DA_06, Req_DA_11, Req_NT_08 

Tool PyUnit 

Input Identified hazard extracted from the semantic map 

Expected result FHIR Observation containing the correct location of  the hazard 

Output The FHIR Observation can be reconverted in the sema ntic map 
format without loss of information 

 

 

Test ID  RC2 

Component(s) Robot connector backend 

Test objective An invalid/incomplete FHIR Observation cannot be se nt to the 
Robot Connector 

Verified requirement(s) Req_DA_06, Req_DA_11, Req_NT_08!

Tool PyUnit 

Input A FHIR Observation missing required fields 
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Expected result An error is raised and the FHIR Observation is not created 

Output The system should not allow the creation of invalid /incomplete 
FHIR Observation 

 

Test ID  RC3 

Component(s) Robot connector 

Test objective The Robot connector receives and store the FHIR Obs ervation 

Verified requirement(s) Req_DSP_01, Req_DSP_06  

Tool PyUnit 

Input A correct FHIR Observation 

Expected result The Robot Connector receives the FHIR Observation a nd stores it 

Output The FHIR Observation can be retrieved from the FHIR  Server and 
matches the one originally sent by the Robot Connec tor backend 

 

Test ID  RC4 

Component(s) Robot connector 

Test objective The Robot connector can support multiple robotic pl atforms 

Verified requirement(s) Req_DA_11, Req_DSP_06!

Tool Custom testing framework 

Input SensorÕs data regarding the same event coming from different 
robotic platforms 

Expected result A FHIR Observation is created using the sensor data  produced by 
each platform 

Output Multiple FHIR Observation relative to the same even t are 
comparable even if they are created by using differ ent robotic 
platforms 

 

Intelligent Connected Care Service Ð Data 
Federation Ð Pilot application 

The Intelligent Connected Care Service Ð Data Feder ation Ð DMCoach test report has 
been provided by Medisante. 

Test ID  FUN1 

Component(s) Data Federation  - DM coach (Puglia pilot) Ð Intell igent Connected 
Care Service  
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Test objective Ensure that data device data can pass through the i ntelligent care 
service to Data Federation to DM coach application  

Verified requirement(s) Req_UI_07 & 08; Req- NT_02 & 03 & 04 & 07 & 08 &09; Req_DSP-06 
& 11 & 15 & 24 & 27 ; !

Tool D40g (blood pressure monitor device) connected to t he Intelligent 
Connected Care Service (ICCS) with embedded SIM-car d 

Input Blood pressure data from D40g taken on user 

Expected result Blood pressure data available in DM coach after tra nsition by data 
federation 

Output Data available in DM coach (see screen shot below) 

Screenshot(s)  
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Comments Device Data was correctly transmitted into target s ystem DMcoach 
through the Data Federation: execution successfully  operated 

 

Gatekeeper Trust Authority (GTA) 
The GTA test report has been provided by CERTH. 

Test ID  GTA1 

Component Gatekeeper Trust Authority User Management Module 

Test objective User with invalid credentials cannot log in  

Verified requirement(s) Req_PS_01 

Tool (manual) 
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Input login credentials of unregistered user 

Expected result unauthorised response 

Output did not allow user with invalid credentials to logi n and provided an 
error message in the interface 

Screenshot(s) 

 

Comments Test implemented in the marketplace for the purpose  of 
screenshot capturing  

 

Marketplace 
The test reports of the Marketplace have been provi ded by CERTH. 

Test ID  MP1 

Component(s) Marketplace  

Test objective Dashboards available in the marketplace 

Verified requirement(s) Req_AP_02!

Tool Selenium 

Input Selection of tag ÒdashboardÓ 

Expected result Search results of dashboards become available  

Output Search results of dashboards became available 
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Screenshot(s) 

 

 

Comments -  

 

Test ID  MP2 

Component(s) Marketplace  

Test objective Application review process by product consumers 

Verified requirement(s) Req_AP_36!

Tool Selenium 

Input  Ònice appÓ  

Expected result submission of Ònice appÓ review  

Output Submission successful 

Screenshot(s) 
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Comments The review is made publicly available after approva l by the 
Administrator.  

 

 

 

Test ID  MP3 

Component(s) Marketplace  

Test objective Vendors can optimize customer engagement e.g.by rep lying to 
comments and reviews !

Verified requirement(s) Req_BM_03!

Tool Selenium 

Input Reply to QnA ÒYesÓ through Provider Dashboard 

Expected result Show QnA in Thing page  

Output Showed QnA in Thing page 
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Screenshot(s) 

 

 

 

Comments - 

 

Marketplace Ð GTA  
Test ID  M-GTA-certification-register 

Components Marketplace, GTA (Things Validation, Things Certifi cation)  

Test 
objective 

1.! Marketplace Provider submits a Thing in the Marketp lace.  

2.! It is automatically validated for Web-of-Things com pliance. 

3.! It is semi-automatically validated for GDPR, MDR, a ccessibility  

4.!  After successful validation, it receives certifica tion by GTA.  

5.! The Thing is published in the Marketplace showing i ts certification badge 
with a timestamp and the standards it has been vali dated for.  

Verified 
requirement
s 

Req_PS_01, Req_PS_09, Req_PS_11, Req_PS_12, Req_BM_07, Req_BM_16, 
Req_S_37, Req_AP_29!

Tool (manual) 

Input Files for Thing standards uploaded to Marketplace 

Expected 
result 

Thing published in the Marketplace with certificati on badge and information 
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Output Thing published in the Marketplace with certificati on badge and information 

Screenshots   

 
Figure 16 - Provider's view in the Marketplace afte r successful submission  

 
Figure 17 - Validator Expert's view in GTA Validato r. Validated for the Web 

of Things  
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Figure 18 - Validator Expert accepts compliance sta tement  

 

 
Figure 19 - GTA certification output 
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Figure 20 - Thing published in the Marketplace, cer tification badge and 

compliance information visible to Consumers 

 

Comments 

 
Figure 21 - Flow of Marketplace-Validator- Certific ation interaction when 

registering a new Thing  
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!

Test ID  M-GTA-certification-delete 

Components Marketplace, GTA (Things Validation, Things Certifi cation)  

Test objective When a Marketplace Provider deletes their published  Thing from the 
Marketplace, it is deleted from the GTA Validator a nd it is marked as ÒdeletedÓ 
in the GTA Certification blockchain log.  

Verified 
requirements 

Req_AP_43, Req_AP_30!

Tool (manual) 

Input Provider deletes ÒTest Thing 2Ó from the Marketplace 

Expected 
result 

ÒTest Thing 2Ó is deleted from the GTA Validator and it is marked as ÒdeletedÓ in 
the GTA Certification blockchain log 

Output ÒTest Thing 2Ó is deleted from the GTA Validator and it is marked as ÒdeletedÓ in 
the GTA Certification blockchain log 

Screenshots 

 
Figure 22 - Provider is deleting ÒTest Thing 2Ó from the Marketplace 
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Figure 23 - Deletion confirmation  

 
Figure 24 - "Test Thing 2" is no longer available i n the GTA Validator  

 

 
Figure 25 - GTA Certification logs mention the mark ing as ÒdeletedÓ 
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Figure 26 - The Thing has been marked as "deleted"  

 

Comments 

 
Figure 27 - Flow of Marketplace-Validator- Certific ation interaction when 

deleting a Thing  

!

Test ID  M-GTA-share-data 
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Component(s) Marketplace, GTA Trusted Things Sharing, GTA Things  Action 
Tracking  

Test objective General, merged statistics and/or individual anonym ised patient 
data can be shared in the Marketplace after the end  of the project 
in compliance with GDPR 

Verified requirement(s) Req_BM_18!

Tool (manual) 

Input external connection for data, metadata including us age policy 

Expected result data available in Marketplace & Data Portal 

Output data available in Marketplace & Data Portal 

Screenshot(s) Video available in project repository:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEK
EEPER/Documentos%20compartidos/General/DocumentLibr ary/
05%20Work%20Packages/WP04/%CE%A44.5/GK%20Data%20Shari
ng%20-%20GTA,%20Marketplace.mp4?csf=1&web=1&e=Pc407j  

!

 !
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Developer Portal - GTA 
 

Test ID  DP-GTA-consume 

Components Developer Portal, GTA (Things Validation, Things Ce rtification)  

Test 
objective 

Blockchain mechanism of GTA tracks the action of a Developer Portal end-user 
to access (ÒconsumeÓ) a registered, certified Thing  

Verified 
requirement 

Req_PS_10!

Tool (manual) 

Input Logged-in end-user accesses Thing with ID Ò4vcHYvHG Ó in the Developer Portal 

Expected 
result 

Action ÒconsumeÓ is logged in the GTA Things Action Tracking 

Output Action logged in the GTA with user email, action ty pe, timestamp, thing ID 

Screenshots 
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Appendix B Accessibility audit reports 
Accessibility audit of the Authoring tool 

The internal accessibility audit was carried out du ring the period of 28 October to 
November 2022, using manual testing on desktop. No assistive technology or user testing 
have been performed at this point. The interface ha s been tested using the English 
version, whereas the effect on the user interface w hen changing language has been 
tested as a separate part of the audit. 

The report consists of three parts:  

¥! Detected accessibility issues that have to be corre cted so that people with 
disabilities can use the interface. 

¥! Usability issues that are not legally required but affect the user experience in a 
negative way. 

¥! What appears to be bugs in the system have been doc umented but nor further 
investigated, as this is not a technical test.  

The tested object has the following distinct page /  layout types: 

¥! Login page 

¥! Main page (dashboard list) 

¥! View Dashboard 

¥! Edit / Add dashboard 

¥! Adding a new panel (under Edit / Add dashboard) 

Authors:  Susanna Laurin and Peter Kemeny, Funka 

Accessibility issues 

1.! Overall structure 

Landmarks [n/a] 

¥! No landmarks used. Nevertheless, it would be useful  to mark the 3 main areas: 
header, left side navigation menu and main working area. 

Headings 

¥! Only the Main page has headings: "Create a dashboar d" and ÒMy Dashboards". They 
are both H3 level headings, H1 and H2 are missing. The ""Dashboard list"" line should 
be a higher-level heading, and visually formatted a s such, or it should be dismissed. 

Page title(s) 

¥! All pages have the same title. The page title is "A pp", which is meaningless. 
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The log-in page, the Main page (Dashboard list) and  the different dashboard edit 
pages (view Dashboard, editing Dashboard under edit ing, the three new Dashboard 
options) should have different page titles. 

Frame title(s) [N/A] 

¥! No frames used. If the structure is changed from pa ge based to frame based, frame 
titles would need to be provided. 

High level structure 

¥! The main layouts are not differentiated with page t itles, frame titles or headings. 

Logical reading / focus order  

¥! Reading / focus order follows the visual order (top -to-down, left-to-right), but it can 
result in an illogical order, e.g. when creating a new Dashboard. [See details under: 
Edit / Add dashboard > Keyboard navigation follows a logical order.] 

Keyboard navigation 

¥! No skip link. 

2.! Common issues 

Different screen sizes and orientation 

¥! On a mobile phone: in portrait layout the interface  is completely unusable, in 
landscape mode it is too crowded, and visualisation  (graphs) is not understandable. 

¥! On a mobile phone: Two-direction scrolling is neces sary in the original zooming 
level for both portrait and landscape view. 

¥! On a mobile phone: Both orientations are allowed. B ut in portrait mode Dashboard 
text is not readable on the main page. 

Low contrast 

¥! Between highlighting (light grey for newly focused and light blue for previously 
selected) of the different options in the drop-down  forms / menus against the white 
background. [1:1.1] 

¥! Focus markers (light blue) against white adjacent a rea. [1:2.6] 

¥! Button colour when not in focus (dark blue) and whe n in focus (lighter blue): colour 
contrast between the two states is low and colour i s the only differentiator between 
the two states. [1:1.3] 

¥! Text (white) on button (blue). Even lower if the bu tton is in focus (light blue). [1:3.1 and 
1:2.4] 

Form labels 

¥! Drop-down menus (e.g. to select server at log-in, t o select language, to select 
patients) have no label. 
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¥! Elements of drop-down menus are not readable for sc reen reader. 

Language  

¥! English is determined as the language of the pages,  but it does not change when IT 
/ DE / ES language is selected. Encoded page langua ge stays set to English ("en") 
and speech synthesiser uses English pronunciation. 

Status/error messages 

¥! Status / error messages (e.g. when user is logged o ut automatically), a pop-up 
message appears, and disappears within seconds, wit hout prompting the screen 
reader. 

Time limit 

¥! Hard time limit for log-out. After 5 minutes the us er is logged out, without warning or 
the possibility to change the time limit. It is cal culated from log-in and is 
independent of any user activity during the session . 

3.! Log-in page 

Alt Text 

¥! GATEKEEPER logo neither has alternative text, nor i s marked as decorative. 

4.! Common elements (after log-in) 

GATEKEEPER logo: 

Alt Text 

¥! Alternative text (ÒlogoÓ) is not meaningful. 

Link purpose 

¥! The logo also serves as a link to the Gatekeeper ho mepage. The target of the links is 
not clearly stated. 

Keyboard navigation 

¥! Focus marker missing.  

Left-side menu: 

Keyboard navigation 

¥! Focus markers missing.  

¥! My Dashboard menu line is not focusable. 

o! Focus jumps directly to first Dashboard in list. 

o! Menu line cannot be expanded or collapsed by keyboa rd. 

¥! Even if menu point is collapsed, tabbing goes throu gh all elements (Dashboards). 
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Low contrast 

¥! Home menu point: white text on blue background. [1: 3.2] 

Text clipped 

¥! Menu elements are clipped / become invisible if men u is shrunk with the hide menu 
button. 

Link purpose 

¥! The targets of the links to view Dashboards are not  clearly stated. 

Top menu: 

Keyboard navigation 

¥! Not focusable: shrink menu button (for left side me nu). 

¥! Focus marker missing: log-out button. 

Button labels 

¥! Shrink menu button (for left side menu) has no labe l or instructions. 

¥! Log-out button has no label or instructions. 

Low contrast 

¥! User's title (HCP): grey text with white background . [1:3,6] 

Adaptable presentation 

¥! Reflow (400%): 

o! already at 200% zoom, resulting in needing to use h orizontal scrolling. Form 
breaks (last element "sticks out" to the right). 

¥! Text resize (200%): 

o! at 125% Search field instruction gets truncated. 

5.! Changing language: 

Language 

When language is changed in the name selector: 

¥! "Home" menu line name is unchanged. 

¥! Link annotations (descriptions) stay English. 

6.! Main page (Dashboard list) 

Heading structure 

¥! See under ÒOverall structureÓ. 
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Keyboard navigation 

¥! Not focusable: 

o! import button, 

o! elements in the "hamburger menu" buttons for the di fferent Dashboards (View / 
Edit / Copy / Delete). 

 

¥! Focus marker missing: everywhere, apart from the Òh amburger menuÓ buttons for 
each Dashboard. 

Alt Text 

¥! Dashboard icons in the My Dashboards list indicate the type of the Dashboard 
(Individual / Multiple / Group), but no text equiva lent (including Alt Text) provides 
this information. 

Button labels 

¥! ÒHamburger menuÓ buttons have no meaningful label o r instructions (screen reader 
only says ÒbuttonÓ) 

Form labels 

¥! Import button has no label or instructions. 

¥! Menu elements in the "hamburger menu" buttons for t he different Dashboards (View 
/ Edit / Copy / Delete) are not readable for screen  reader. 

Link purpose 

¥! The targets of the links to create Dashboards and t o view Dashboards are not 
clearly stated. 

Redundant links 

¥! Links to view Dashboards in the Dashboard list are separate for image and text. They 
should be grouped. 
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Text clipped 

¥! Longer Dashboard titles get truncated (with ellipsi s) already at 100% zoom, others 
when zooming is increased. 

Adaptable presentation 

¥! Reflow (400%): 

o! Already at 175% zoom horizontal scrolling is needed , even beyond using the 
parts of the content which require two-dimensional layout for usage or meaning 
(graphs). 

o! at 125% Search field instruction gets truncated. 

¥! Text resize (200%): 

o! Dashboard titles get truncated. 

o! Data on update gets clipped. 

¥! Text spacing 

o! Dashboard titles can get truncated 

7.! View Dashboard 

Keyboard navigation 

¥! Not focusable: command buttons for navigating the g raphs. 

¥! Focus marker missing: Apart from the Export button,  all markers are missing. 

Low contrast 

¥! Between patient's name (grey) and white background,  when form field is disabled in 
the Dashboard type "Individual". It carries relevan t information. 

¥! In the Dashboards: 

o! Threshold marker (red) against graph column (green) . [1:1.6] 

o! Data labels (black) presented inside the graph colu mn (green). [1:3.6] 

Column colour can be changed when creating the Dash board, but only colours 
that result in accessible combinations should be of fered. 

Alt Text 

¥! Graphs are not interpreted adequately: no alt text generated (although it is dynamic 
content). Axis information is read (which is probab ly not necessary) and in an illogical 
order. Values presented graphically are read out, b ut without the user being able to 
link them to "header" information (like date). 

¥! Command buttons for navigating the graphs are not p resented with text equivalent. 
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Button labels 

¥! Apart from the Export button, none of the buttons h ave a meaningful label or 
instructions. 

Text clipped or hidden 

¥! Title of the panels can be clipped, even at 100% zo om, depending on the panel size 
set. 

¥! X axis data is clipped, as it is partially outside the panel borders. 

¥! Legend is not visible or not fully visible, as it i s outside the panel borders. 

Adaptable presentation 

¥! Reflow (400%): 

o! Already at 175% zoom horizontal scrolling is needed , even beyond using the 
parts of the content which require two-dimensional layout for usage or meaning 
(graphs). 

o! at 125% Search field instruction gets truncated. 

¥! Text spacing: 

o! Patient data gets truncated. 

o! Panel title gets truncated. 

8.! Edit / Add dashboard 

Keyboard navigation 

¥! Not focusable: 

o! Command buttons for navigating the graphs. 

o! Date selector in the Period section. The date can b e filled in typing, but if the 
adequate format is not followed, setting jumps back  to the original date, without 
warning. 

o! In the Background colour panel any toggle, and the arrows to select different 
input formats. 

o! Collapsable ÒgroupingÓ titles for different section s of the form. 

¥! Unexpected change on focus: when tabbing to the Bac kground colour field, the 
Background colour pane opens automatically, without  warning. It will be part of the 
focus order. 

¥! Panels can only be resized with the mouse. 

Low contrast 

¥! Between asterisk marking an obligatory field or ÒTh is field is requiredÓ message (red) 
and the white background. [1:3.6]  
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Logical reading / focus order  

¥! Reading and focus order follow the visual order (to p-to-down, left-to-right), but it 
results in an illogical order when creating a new D ashboard: Save button comes 
earlier in the focus order than the fields to be fi lled in, although at least one field is 
mandatory to fill in before saving. This can result  in an error message. 

Button labels 

¥! In the first pop-up window, the buttons to move pat ients between selection 
windows have no labels or instructions. 

¥! Buttons to Edit / Delete / Pin / Move panels have n o labels or instructions. 

Forms Ð error messages 

¥! If a mandatory field is not filled in, text warning  appears, but the warning is not 
prompted for the screen reader. Saving is not possi ble without filling in all 
mandatory fields, however, the user is not warned i f the save is unsuccessful. 

Forms Ð instructions 

¥! If a mandatory field is not filled in, text warning  appears, but the warning is not 
prompted for the screen reader. Saving is not possi ble without filling in all 
mandatory fields, however, the user is not warned i f the save is unsuccessful. 

Status/error messages 

¥! When saving, a pop-up message appears, and disappea rs within seconds, without 
prompting the screen reader. 

¥! When user tries to save with an already existing Da shboard title, a pop-up error 
message appears, and disappears within seconds, wit hout prompting the screen 
reader. 

Status change 

¥! If saving was successful, the ÒNew panel +Ó button becomes activated. But users of 
assistive technologies are not informed about it. 

Adaptable presentation 

¥! Reflow (400%): 

o! Already at 110% zoom horizontal scrolling is needed  to be able to see all menu 
buttons. 

¥! Text resize (200%): 

o! Already at 110%, ÒAdding a new dashboardÓ text gets clipped. 

¥! Text spacing: 

o! ÒAdding a new dashboardÓ text gets clipped. 

o! Patient data gets truncated. 
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o! Horizontal scrolling becomes necessary to see all m enu buttons (unless left 
side menu is shrunk). 

o! Dates in date selector gets truncated. 

9.! Adding a new panel (under Edit / Add dashboard) 

Keyboard navigation 

¥! Same as in ÒEdit / Add dashboardÓ section, apart from first bullet point. 

Alt Text 

¥! Images for selecting types of charts are missing Al ternative Text or other 
description. 

Low contrast 

¥! Between Dashboard title (grey) and white background . [1:3.6] 

¥! Between ÒThis field is requiredÓ message (red) and the white background. [1:3.6]  

Logical reading / focus order  

¥! Reading and focus order follow the visual order (to p-to-down, left-to-right), but it 
results in an illogical order when creating a new P anel: Accept button comes earlier 
in the focus order than the fields to be filled in,  although at least one field is 
mandatory to fill in before saving. This can result  in an error message. 

¥! Screen reader reads the empty graph area, the same meaningless way as the 
graphs are read when viewing a Dashboard. 

Form labels 

¥! Commands for radio buttons are missing accessible n ames and are not read by 
screen reader. 

¥! Chart type selectors, drop-down menus, and text fie lds are missing labels. 

Forms Ð error messages 

¥! Mandatory field is not marked visually.  

¥! If a mandatory field is not filled in, text warning  appears, but the warning is not 
prompted for the screen reader. Saving (ÒAcceptÓ) is not possible without filling in all 
mandatory fields, however, the user is not warned i f the save is unsuccessful. 

Forms Ð instructions 

¥! If a mandatory field is not filled in, text warning  appears, but the warning is not 
prompted for the screen reader. Saving is not possi ble without filling in all 
mandatory fields, however, the user is not warned i f the save is unsuccessful. 

Change in content 

¥! User is informed only visually that the new panel w as added. 
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Clipped text/element 

¥! Dashboard title is clipped. 

¥! Patient data drop-down menu is clipped. 

Adaptable presentation 

¥! Reflow (400%): 

o! Already at 110% zoom horizontal scrolling is needed . 

¥! Text resize (200%): 

o! Already at 110%, Dashboard title gets further clipp ed. 

¥! Text spacing: 

o! Patient data gets truncated. 

o! Horizontal scrolling becomes necessary to see all m enu buttons (unless left 
side menu is shrunk). 

o! Dates in date selector gets truncated. 

Usability issues 
The issues listed here are not issues that violate legal accessibility requirements, but 
influence the user experience, affecting the unders tanding and operation of the page 
negatively. 

Left side menu on Main page 

¥! The menu is also available in the Main page, althou gh it is not necessary: it 
duplicates the dashboard list, and the Home button has no real function (takes 
the user to the same place: the Main page). The lef t side menu is useful for the 
other pages. 

Log-out 

¥! No question to confirm logging out. 

Text clipped 

¥! Long Dashboard titles get clipped in the left side menu. They get truncated in the 
Dashboard list on the Main page, with ellipsis adde d. 

Closing / aborting Dashboard view, adding/editing D ashboard process 

¥! There is no button to close a dashboard view, to ab ort adding or editing a 
dashboard. The only way is to do that is clicking o n a menu element in the left 
side menu. 

Pop-up window 

¥! Dashboard panel warning: close icon [X], OK button and Cancel button have the 
same function of closing the pop-up (as the window is not editable). 
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¥! Select patients / Edit patients window: close icon [X] and Cancel button have the 
same function. Cancel button can be misunderstood w hen the window pops up 
at the beginning of the process of creating a new d ashboard, as the user can 
think that it aborts the process, but it only serve s to close the patient selection 
pop-up window. 

¥! When leaving the add dashboard or edit dashboard pr ocesses (by pressing the 
Home button in the left side menu): close icon [X] and Cancel button have the 
same function. 

Editing dashboard 

¥! Editing function should be available from the dashb oard view, not only from the 
My Dashboards list. It is more probable that the us er initiates editing from the 
dashboard view, where the details are visible. Also , if there is a lot of dashboards, 
it can be also burdensome to go back to the list an d find the one the user wants 
to edit. 

Filtering dashboards 

¥! Filter function would be useful when there is a gre at number of dashboards. 

Setting thresholds (add/edit dashboard) 

¥! Only one pair of thresholds (min. and max.) can be set for a panel, even when 
visualising various indicators in the same panel. 

Bugs  

Copying a dashboard 

Dashboard copy does not appear among "My dashboards " on the page until 
refresh or new log-in. (Dashboard copy does appear in the left side menu.) 

Deleting a dashboard 

Deleted dashboard does not disappear from "My dashb oards" on the page until 
refresh or new log-in. It stays clickable, leading to an error message about 
unavailability. (Deleted dashboard does disappear f rom the left side menu.) 

My Dashboard drop-down (left side menu) 

¥! After re-log-in the drop-down menu does not expand unless page is refreshed 
from the Main page. 

Changing language 

After changing, the role of the user changes to "un definedÓ. 
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Accessibility audit of the Marketplace 
The internal accessibility audit was carried out du ring the period of 13 March to 6 April 
2023, using manual testing on desktop. No assistive  technology or user testing have been 
performed at this point. The interface has been tes ted using the English version, whereas 
the effect on the user interface when changing lang uage has been tested as a separate 
part of the audit. 

The report consists of two parts:  

¥! Detected accessibility issues that have to be corre cted so that people with 
disabilities can use the interface. 

¥! Usability issues that are not legally required but affect the user experience in a 
negative way. 

The tested object has the following distinct page /  layout types: 

¥! Entry page 

¥! Login page / Registration page 

¥! Listings page (Marketplace) 

¥! Thing details page 

¥! Cart 

¥! Checkout  

¥! Order details 

¥! MyAccount 
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Accessibility issues 

1.! Overall structure 

"#$%&#'()!*+,-.!

¥! Landmarks are used.  

¥! The Welcome text should be part of the Main landmar k, as it has the only H1 
heading. 

¥! Not all content is in landmarks, e.g. the footer. ( It is not a violation of the legal 
requirements but goes against good practice.) 

2.! Common elements 

Accessibility overlay  

¥! In general, we advise against accessibility overlay s. Assistive technology users 
already have their devices, browsers, and settings configured for their needs, and 
these programs usually use solutions that create ac cessibility issues. This one as 
well. 

¥! Accessibility Overlay is making the presentation le ss accessible. Some examples: 

o! Increase text: results in overlapping lines 
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o! High contrast: makes the Marketplace category icons  difficult to distinguish from 
the background 

o! Readable font: breaks up words into more lines 

¥! The icons and the corresponding text to choose the functions are not grouped 
therefore links are duplicated (e.g. read and liste d twice by screen reader). 

¥! Accessible Overlay toolbar stays open with keyboard  navigation, and it covers other 
page content. 

Top menu:  

Keyboard navigation 

¥! Focus not visible for the focusable elements. 

¥! Cart is not focusable (cannot be reached with the T ab key). (Neither when empty nor 
when the cart has an item in it.) 

¥! ÒMarketplaceÓ drop-down menu is not operable (canno t be opened) by keyboard 

Redundant links 

¥! The link to the Cart is duplicated: separate link f or the icon and the text. They should 
be grouped. 

Alt Text 

¥! The Cart icon is accompanying the Cart menu text. I t should be marked as 
decorative but be part of the link. 

Footer:  

/0#%1$2!)3'4534'0!

¥! The group headers (e.g. Links) should be H1, to fit  with the structure on every page. 

60789#'%!$#:12#319$!

¥! Focus not visible for the focusable elements Ð apar t from the ones in the Links list. 
(But the implementation there is not adequate. See under: Insufficient contrast.) 

;$)4<<1510$3!59$3'#)3!

¥! Headers for the groups 
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¥! Focus marker in Links group is whitish on white 

 

¥! Links in the Contact group 

 

"1$(!=4'=9)0>!$#&0!

¥! Social media links: the targets of the links to Twi tter and LinkedIn are not stated: no 
text that is visible for screen readers, or title a ttribute or aria-label. 

¥! Social media links: the links are not set up either , they point back to the marketplace 
itself (not a violation of the legal requirements) 

"1$(!<9'&#3!?59$)1)30$3!1%0$31<15#319$@!

¥! Links in the Contact group are only marked with col our (and even there, the contrast 
is insufficient). Besides colour, there should also  be another distinguishing property, 
e.g. underlining 

¥! 2 links in the white footer are only marked (visual ly) by bolding. It is not consistent 
with how links are indicated in other parts. 

¥! The link to ÒFreepikÓ is not marked at all visually. 

-A3!B0C3!

¥! The alternative text for the GATEKEEPER logo is ÒGatekeeper logo 1Ó. The Ò1Ó part 
has no meaning, it should be deleted. 

GK Virtual Agent:  

60789#'%!$#:12#319$!

¥! The Virtual Agent is not focusable (cannot be reach ed with the Tab key), and so it 
cannot be launched 

¥! Once it is open, only the message field is focusabl e, the close button is not 
focusable. 

;$)4<<1510$3!59$3'#)3!

¥! ÒAsk The GK Virtual AgentÓ text 
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D9'&!A#80A)!

¥! The label says ÒWrite a messageÉÓ It can be improved to ÒWrite a message to the GK 
Virtual AgentÓ 

Entry page 

https://gatekeeper-marketplace.iti.gr  

/0#%1$2!)3'4534'0!

¥! Heading structure is inconsistent. To ensure consis tency with other pages, one 
recommended structure: 

o! Welcome to Gatekeeper Marketplace: H1 or not a head ing 

o! ÒAre you a Provider?Ó and ÒAre you a Customer?Ó: H2 

o! ÒResearch and innovationsÓ, ÒMost popular thingsÓ and ÒTop rated ThingsÓ are 
headings both functionally and visually, so they sh ould be coded as headings: 
H1 

o! The names of the things showed under ÒMost popular thingsÓ and ÒTop rated 
ThingsÓ do not need to be headers. It is rather a l ist. But if they are headers, they 
should be H2, and font size should be consistent wi th other H2. 

E(1=!A1$(!

¥! Should not bypasses the welcome text. Skip links sh ould only bypass blocks that 
are repeated on each page. 

¥! Appears twice in the focus order: before the Access ibility overlay and after. (Points 0 
and 2 on image below.) It should only appear after the Overlay Ð if the overlay is 
kept; although we suggest removing it. 
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60789#'%!$#:12#319$F!<954)!9'%0'!!

¥! Between the Search field and the Provider Login but ton, this link can be focused by 
keyboard: https://gatekeeper-marketplace.iti.gr:2180/list/dat asets/ . (Point 9 on 
image below.) This link is not visible, and it is a lso broken. 

 

;$)4<<1510$3!59$3'#)3!

¥! All magenta buttons: white text label to magenta bu tton 

 

¥! Marketplace category icons: magenta on pink 

 

G0%4$%#$3!A1$()!

¥! The links to the different Marketplace categories a re duplicated. The screen reader 
reads as separate links the number, the icon the ti tle and the text. They should be 
grouped. 
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-A3!B0C3!

¥! The icons accompanying the Marketplace categories s hould be marked as 
decorative but be part of the link. 

H#')1$2!

¥! Nu Html Checker  found 1 error and has 47 warnings. Error: in line 1056: Element 
style not allowed as child of element body in this context. 

Login page and Registration page 

https://gatekeeper-marketplace.iti.gr/login/  

https://gatekeeper-marketplace.iti.gr/sign-up/  

;$)4<<1510$3!59$3'#)3!

¥! Focus markers for the form fields do not have enoug h contrast. 

 

¥! Register link colour: magenta on white 

¥! Buttons: white text label to magenta button 

¥! Above points are also valid for similar content on the Registration page . 

"1$(!<9'&#3!?59$)1)30$3!1%0$31<15#319$@!

¥! ÒRegisterÓ link is only marked with colour (and even there, the contrast is insufficient). 
Besides colour, there should also be another distin guishing property, e.g. 
underlining. 

¥! It is not consistent with how links are indicated i n other parts / on other pages. 

¥! Above points are also valid for similar content on the Registration page . 

D9'&!A#80A)!

¥! ÒEmail / User nameÓ the label is misguiding, as the user cannot register a user name. 

Listings page(s) 

https://gatekeeper-marketplace.iti.gr/listings/  

/0#%1$2!)3'4534'0!

¥! Heading structure is inconsistent. It starts with H 3: Filters, and sub-headings are also 
H3; then Things is H5.. Suggestion: 

o! H1: ÒFiltersÓ and ÒThingsÓ 

o! H2: ÒCategoriesÓ and like,  
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o! Things in the tiles: the tiles are a list. H2 headi ng for the names of the Things is 
unnecessary and should be avoided, also because the  name comes after other 
details. 

60789#'%!$#:12#319$F!

¥! Focus not visible for the focusable elements. 

¥! Filter checkboxes and slider are not operable. (Eve n if they can be checked some 
way, the non-visible focus is a barrier for operati ng the checkboxes.) Slider needs 
alternative input method (text) to set price filter . 

I4339$!A#80A)!

¥! Layout option icons have no meaningful label or ins tructions (ÒclickableÓ). 

;$)4<<1510$3!59$3'#)3!

¥! Breadcrumbs (ÒHome > ThingsÓ) 

¥! Filter headings (ÒCategoriesÓ, etc.) and red numbers next to the categories 

¥! List page number for the actual page, under the car ds Ò[1]Ó 

¥! All magenta buttons: white text label to magenta bu tton. 

Things pages 

E.g. https://gatekeeper-marketplace.iti.gr/offering/auth oring-tool-for-dashboards/  

/0#%1$2!)3'4534'0!

¥! Heading structure is inconsistent and skips the H1 level. There is no heading with the 
name of the Thing. Suggestion: 

o! Add a H1 with the name of the Thing 

o! H2: ÒDescriptionÓ ÒReviewsÓ, etc., ÒCertifications / ComplianceÓ, Related Things 

o! Things tiles under Related Things: the tiles are a list. H2 heading for the names 
of the Things is unnecessary and should be avoided,  also because the name 
comes after other details. 

60789#'%!$#:12#319$F!

¥! Focus not visible for the focusable elements. This also makes it very difficult to use 
the stars for rating. 

;$30'#531:0!59$3'9A)!

¥! The tabs ÒDetaiilsÓ, ÒRatingÓ, etc. elements should not have focusable descendants. 

I4339$!A#80A)!

¥! Rating starts labels are not understandable: Ò1Ó Ò2Ó. Suggestion: Òrate 1/2/3É starsÓ. 
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"1$(!<9'&#3!?59$)1)30$3!1%0$31<15#319$@!

¥! Link under Description is only marked with colour ( and even there, the contrast is 
insufficient). Besides colour, there should also be  another distinguishing property, 
e.g. underlining. 

¥! It is not consistent with how links are indicated i n other parts / on other pages. 

;$)4<<1510$3!59$3'#)3!

¥! Breadcrumbs (ÒHome > Applications > Authoring Tool for DashboardsÓ) 

¥! All magenta buttons: white text label to magenta bu tton. 

¥! Link under description (light blue on white) 

-A3!B0C3!

¥! The alternative texts for the images are meaningles s (e.g. ÒImagen 1Ó). 

¥! The W3C icon next to Thing Description has no alter native text 

D9'&!<10A%)!

¥! In the Request Demo/ Consultation window: 

o! Name and E-mail fields have no meaningful instructi ons 

o! ÒXÓ button to close the window has no meaningful la bel or instruction (ÒtimesÓ) 

Cart 

https://gatekeeper-marketplace.iti.gr/cart/  

;$)4<<1510$3!59$3'#)3!

¥! Breadcrumbs 

¥! Proceed to checkout button 

B#8A0!

¥! First two columns have no header 

¥! Elements in column 2 are not understandable. Alt Te xt should be added. 

-A3!B0C3!

¥! The alternative texts for the images in the second column are meaningless, and 
their role is not understandable. 

"1$(!=4'=9)0>!$#&0!

¥! The targets of the links in the second column are n ot meaningful. 
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Checkout 

https://gatekeeper-marketplace.iti.gr/cart/  

/0#%1$2!)3'4534'0!

¥! There are only H3 headings. They should be H1. 

;$)4<<1510$3!59$3'#)3!

¥! Breadcrumbs 

¥! Links (light blue on grey) 

¥! Place order button 

¥! Asterisks marking obligatory fields 

D9'&!<10A%)!

¥! Obligatory form fields are only marked with a red a sterisk. It should be made clear 
that these fields are obligatory, by for example wr iting Ò(obligatory)Ó the same way 
Ò(optional)Ó is written 

¥! First name, Last name, Company name, Town/City, Zip  code, Phone, Email address 
Name and E-mail fields have no meaningful instructi ons 

I4339$!

¥! Place order button changes colour on hover. This is  not consistent with the 
behaviour of other buttons. On the other hand, chan ging colour should not be the 
only way to convey the information (that this butto n will be pressed if the user 
clicks). E.g. it could also become bold, 

Order details (upon ordering) 

/0#%1$2!)3'4534'0!

¥! There are only H2 headings. They should be H1. 

-A3!B0C3!

¥! Under billing address the phone and email icons are  not decorative, they help 
understanding. Therefore, they should be perceivabl e for assistive technology, and 
have a meaningful alternative text (ÒphoneÓ and ÒemailÓ). 

My account 

https://gatekeeper-marketplace.iti.gr/my-account/ 

"1$(!<9'&#3!?59$)1)30$3!1%0$31<15#319$@!

¥! Links are only marked with colour (and even there, the contrast is insufficient). 
Besides colour, there should also be another distin guishing property, e.g. 
underlining. 
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;$)4<<1510$3!59$3'#)3!

¥! Breadcrumbs 

¥! Menu items 

 

¥! Links (light blue on grey) 

/0#%1$2!)3'4534'0!?1$!-%%'0))0)@!

¥! In Addresses, there are only H3 headings. They shou ld be H1. 

D9'&!<10A%)!?1$!-5594$3!%03#1A)@!

¥! Obligatory form fields are only marked with a red a sterisk. It should be made clear 
that these fields are obligatory, by for example wr iting Ò(obligatory)Ó the same way 
Ò(optional)Ó is written 

¥! Fields have no meaningful instructions. 

¥! The additional instructions for Display name should  come before the editable field. 

-A3!B0C3!?1$!-5594$3!%03#1A)@!

¥! The icons for making the passwords visible have no meaningful alternative text. 

Usability issues 
The issues listed here are not issues that violate legal accessibility requirements, but 
influence the user experience, affecting the unders tanding and operation of the page 
negatively. 

"92J1$!

¥! Parallel log-in options are offered, and the graphi c version in the middle of the page 
is available even after logging in. (While ÒLoginÓ disappears from the Top menu - 
appropriately.) This can result in initiating login  even if the user is logged in. 

"92J943!

¥! No question to confirm logging out. 
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K#'3!1$!3L0!B9=!&0$4!

¥! It does not show when the cart has items in it. The  practice is that the number of 
items is shown next to the cart if it has any items  in it. 

-550))181A137!M:0'A#7!

¥! Keyboard navigation: the Overlay opens up automatic ally if the user gets there with 
the Tab key. This forces the user to tab through it , even if they donÕt want to. It is 
better if it opens up only if the user activates it . 

¥! Keyboard navigation: the user should be able to min imise the overlay after using it. 

"1$()!39!E951#A!&0%1#!

¥! In the footer, the social media links are not set u p, they point back to the 
marketplace itself. 

K9$30$3!)3'4534'0!9$!N$3'7!=#20!

¥! ÒAre you a Provider?Ó panel talks about registering, but it provides only a log-in 
button. The text and the buttons offered should be in synch: e.g. mentioning both 
registration and log-in, and providing both buttons . It should be also consistent with 
the ÒAre you a customer?Ó panelÕs offering. 

¥! The Marketplace button for the Customers is confusi ng, as it takes the user to the 
same place as the ÒAllÓ field in the line of summary fields for different Marketplace 
items (Datasets, Applications, etc.). 

O03,I47!84339$!

¥! Get/Buy button label is confusing. The button actua lly only provides more 
information, it doesnÕt launch the process to acqui re the Thing. The ÒBuyÓ label can 
deter the user from clicking on the button. 
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Appendix C Reporting of AI/ML Model-based 
Studies 

Transparent Reporting of a Multivariable 
Prediction Model for Individual Prognosis or 
Diagnosis (TRIPOD): The TRIPOD Statement 

 
Section/Topic Item  Checklist Item 
TITLE AND ABSTRACT 
Title 1 D; V Identify the study as developing and/or 

validating a multivariable prediction model, the 
target population, and the outcome to be 
predicted. 

Abstract 2 D; V Provide a summary of objectives, study design, 
setting, participants, sample size, predictors, 
outcome, statistical analysis, results, and 
conclusions. 

INTRODUCTION 
Background and 
objectives 

3a D; V Explain the medical context (including whether 
diagnostic or prognostic) and rationale for 
developing or validating the multivariable 
prediction model, including references to 
existing models. 

3b D; V Specify the objectives, including whether the 
study describes the development or validation of 
the model or both. 

METHODS 
Source of data 4a D; V Describe the study design or source of data (e.g., 

randomized trial, cohort, or registry data), 
separately for the development and validation 
data sets, if applicable. 

4b D; V Specify the key study dates, including start of 
accrual; end of accrual; and, if applicable, end of  
follow-up.  

Participants 5a D; V Specify key elements of the study setting (e.g., 
primary care, secondary care, general 
population) including number and location of 
centres. 

5b D; V Describe eligibility criteria for participants.  
5c D; V Give details of treatments received, if relevant.  

Outcome 6a D; V Clearly define the outcome that is predicted by 
the prediction model, including how and when 
assessed.  

6b D; V Report any actions to blind assessment of the 
outcome to be predicted.  
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Predictors 7a D; V Clearly define all predictors used in developing 
or validating the multivariable prediction model, 
including how and when they were measured. 

7b D; V Report any actions to blind assessment of 
predictors for the outcome and other predictors.  

Sample size 8 D; V Explain how the study size was arrived at. 
Missing data 9 D; V Describe how missing data were handled (e.g., 

complete-case analysis, single imputation, 
multiple imputation) with details of any 
imputation method.  

Statistical analysis 
methods 

10a D Describe how predictors were handled in the 
analyses.  

10b D Specify type of model, all model-building 
procedures (including any predictor selection), 
and method for internal validation. 

10c V For validation, describe how the predictions 
were calculated.  

10d D; V Specify all measures used to assess model 
performance and, if relevant, to compare 
multiple models.  

10e V Describe any model updating (e.g., recalibration) 
arising from the validation, if done. 

Risk groups 11 D; V Provide details on how risk groups were created, 
if done.  

Development vs. 
validation 

12 V For validation, identify any differences from the 
development data in setting, eligibility criteria, 
outcome, and predictors.  

RESULTS 
Participants 13a D; V Describe the flow of participants through the 

study, including the number of participants with 
and without the outcome and, if applicable, a 
summary of the follow-up time. A diagram may 
be helpful.  

13b D; V Describe the characteristics of the participants 
(basic demographics, clinical features, available 
predictors), including the number of participants 
with missing data for predictors and outcome.  

13c V For validation, show a comparison with the 
development data of the distribution of 
important variables (demographics, predictors 
and outcome).  

Model 
development  

14a D Specify the number of participants and outcome 
events in each analysis.  

14b D If done, report the unadjusted association 
between each candidate predictor and outcome. 

Model specification 15a D Present the full prediction model to allow 
predictions for individuals (i.e., all regression 
coefficients, and model intercept or baseline 
survival at a given time point). 

15b D Explain how to the use the prediction model. 
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Model performance 16 D; V Report performance measures (with CIs) for the 
prediction model. 

Model-updating 17 V If done, report the results from any model 
updating (i.e., model specification, model 
performance). 

DISCUSSION 
Limitations 18 D; V Discuss any limitations of the study (such as 

nonrepresentative sample, few events per 
predictor, missing data).  

Interpretation 19a V For validation, discuss the results with reference 
to performance in the development data, and 
any other validation data.  

19b D; V Give an overall interpretation of the results, 
considering objectives, limitations, results from 
similar studies, and other relevant evidence.  

Implications 20 D; V Discuss the potential clinical use of the model 
and implications for future research.  

OTHER INFORMATION 
Supplementary 
information 

21 D; V Provide information about the availability of 
supplementary resources, such as study 
protocol, Web calculator, and data sets.  

Funding 22 D; V Give the source of funding and the role of the 
funders for the present study.  

*Items relevant only to the development of a predic tion model are denoted by D, items relating solely to a 
validation of a prediction model are denoted by V, and items relating to both are denoted D;V. We 
recommend using the TRIPOD Checklist in conjunction  with the TRIPOD Explanation and Elaboration 
document. 
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Appendix D Assessing the Risk of Bias 
PROBAST: A Tool to Assess the Risk of Bias and 
Applicability of Prediction Model Studies 

 
DOMAIN 1: Participants 
A. Risk of Bias 
Describe the sources of data and criteria for parti cipant selection: 

 Dev Val 
1.1 Were appropriate data sources used, e.g. cohort , RCT or 
nested case-control study data? 

  

1.2 Were all inclusions and exclusions of participa nts appropriate?   
Risk of bias introduced by selection of 
participants 

RISK: 
(low/ high/ 

unclear) 

  

Rationale of bias rating: 

*Dev: Development, Val: Validation 

 
DOMAIN 2: Predictors  
A. Risk of Bias 
List and describe predictors included in the final model, e.g. definition and timing of 
assessment: 

 Dev Val 
2.1 Were predictors defined and assessed in a simil ar way for all 
participants? 

  

2.2 Were predictor assessments made without knowled ge of 
outcome data? 

  

2.3 Are all predictors available at the time the mo del is intended to 
be used? 

  

Risk of bias introduced by predictors or 
their assessment 

RISK: 
(low/ high/ 

unclear) 

  

Rationale of bias rating: 

*Dev: Development, Val: Validation 

 
DOMAIN 3: Outcome  
A. Risk of Bias 
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Describe the outcome, how it was defined and determ ined, and the time interval 
between predictor assessment and outcome determinat ion: 

 Dev Val 
3.1 Was the outcome determined appropriately?   
3.2 Was a pre-specified or standard outcome definit ion used?   
3.3 Were predictors excluded from the outcome defin ition?   
3.4 Was the outcome defined and determined in a sim ilar way for 
all participants? 

  

3.5 Was the outcome determined without knowledge of  predictor 
information? 

  

3.6 Was the time interval between predictor assessm ent and 
outcome determination appropriate? 

  

Risk of bias introduced by the outcome 
or its determination 

RISK: 
(low/ high/ 

unclear) 

  

Rationale of bias rating: 

*Dev: Development, Val: Validation 

 
DOMAIN 4: Analysis  
Risk of Bias 
Describe numbers of participants, number of candida te predictors, outcome events and 
events per candidate predictor: 

Describe how the model was developed (for example in  regards to modelling 
technique (e.g. survival or logistic modelling), predictor selection, and risk group 
definition): 

Describe whether and how the model was validated, e ither internally (e.g. bootstrapping, 
cross validation, random split sample) or externall y (e.g. temporal validation, 
geographical validation, different setting, differe nt type of participants): 

Describe the performance measures of the model, e.g. (re)calibration, discrimination, 
(re)classification, net benefit, and whether they were adjusted for optimism: 

Describe any participants who were excluded from th e analysis: 

Describe missing data on predictors and outcomes as  well as methods used for missing 
data: 

 Dev Val 
4.1 Were there a reasonable number of participants with the 
outcome? 

  

4.2 Were continuous and categorical predictors hand led 
appropriately? 

  

4.3 Were all enrolled participants included in the analysis?   
4.4 Were participants with missing data handled app ropriately?   
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4.5 Was selection of predictors based on univariabl e analysis 
avoided? 

  

4.6 Were complexities in the data (e.g. censoring, competing risks, 
sampling of controls) 

accounted for appropriately? 

  

4.7 Were relevant model performance measures evalua ted 
appropriately? 

  

4.8 Were model overfitting and optimism in model pe rformance 
accounted for? 

  

4.9 Do predictors and their assigned weights in the  final model 
correspond to the results 

from multivariable analysis? 

  

Risk of bias introduced by the analysis RISK: 
(low/ high/ 

unclear) 

  

Rationale of bias rating: 

*Dev: Development, Val: Validation 

 
Reaching an overall judgement about risk of bias of the prediction model 
evaluation  
Low risk of 
bias 

If all domains were rated low risk of bias. 
If a prediction model was developed without any ext ernal 
validation, and it was rated as low risk of bias fo r all domains, 
consider downgrading to high risk of bias . Such a model can only 
be considered as low risk of bias, if the developme nt was based on 
a very large data set and included some form of int ernal validation. 

High risk of 
bias 

If at least one domain is judged to be at high risk of bias . 

Unclear risk of 
bias 

If an unclear risk of bias was noted in at least on e domain and it 
was low risk for all other domains. 
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Appendix E Training material 
Deployment guides 

The deployment guides are available to registered u sers in the project repository: 

https://tecnalia365.sharepoint.com/:f:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/13%20Platfor m%20Cluster/Deployments?
csf=1&web=1&e=volozh  

 
Figure 28 - Data Federation deployment guide ToC [[ 40]] 
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Figure 29 - GTA User Management Module deployment g uide ToC [[41]] 
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Figure 30 - TMS deployment guide ToC [[42]] 

 

 

Open caller manuals 
 

Data Federation 
(ENG) 

Developer 
Portal (UPM) 

HPE Infrastructure (HPE) Marketplace/GTA 
(CERTH) 

Instructions to 
add a new 
conversion in the 
Data Federation 

D5.1 GATEKEEPER_Webinar_Ezmeral D4.16 

Instructions to 
share data with 
Data Federation & 
Integration 

 GATEKEEPER-WP4-GK_CI-
CD_Webinar_HPE 

Thing Registration 
in the GK 
Marketplace, 
version 3  (Figure 
31) 
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D4.4  HPE infrastructure access for 
developer:  OKD webinar 

Validator Expert 
User Guide (Figure 
32) 

DF Operative 
Guide 

 Site-to-Site VPN to HPE GK Data  
Centre 

 

  GATEKEEPER ML/OPS Tutorial 
with HPE: Ezmeral Container 
Platform 

 

 
 

 

Figure 31 - Open callers' manual for Thing Registra tion in the Marketplace ToC [[43]] 

 

Validator Expert user guide 
For the Validator Experts involved in the semi-auto matic validation of standards through 
the Gatekeeper Trust Authority a user guide, whose table of contents is presented in 
Figure 32, is available in the project repository: 

https://tecnalia365.sharepoint.com/:b:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP04/%CE%A
44.5/Learning%20material%20-%20GTA/GTA%20Things%20V alidation%20-
%20Validator%20Expert%20Guide%20v1.pdf?csf=1&web=1&e=8KaahX  
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Figure 32 - Validator Expert's manual for standards ' validation [[44]] 



D5.14 D5.7.2 Ð Technical validation report   

 

 

Version 1.0   I   2024-01-31   I   GATEKEEPER ©! 123 

 

Appendix F Pilot adaptation to project 
evolution 

After the listing of critical activities identified  through the deep analysis of pilot and 
platform activities in the previous version of this  deliverable, D5.7, a set of corrective 
actions were performed for the successful fulfilmen t of technical needs. These actions 
are briefly presented in Table 11.  

 

Table 11:  Summary of critical technical activities  and corresponding corrective actions in 
WP4, WP5, T7.5 

#  Task  Activity description Actions performed 

1.! T7.5, 
T5.4 

Within these tasks, the pilot 
infrastructure will be further 
decoupled, by providing 
asynchronous communication 
with the connectors and 
alternative deployment 
outside GATEKEEPER 
platform for redundancy. 

Several architectures for data 
connectors have been defined in T5.4 
including intelligent and 
asynchronous connector, IoT FHIR 
physical gateways, web connectors. 
They have been implemented in T5.4 
and T7.5. 

2.! T7.5 In the case of Basque Country, 
Aragon and the UK, where the 
platform and pilot-specific 
applications are highly 
coupled, additional effort is 
needed for support and 
maintenance. 

Support and maintenance were 
performed as necessary based on the 
developments reported in 1.  

3.! T5.5, 
T5.4 

The Authoring Tool (T5.5) is 
not fully usable for a pilot. It 
lacks patient management on 
top of the GATEKEEPER FHIR 
services, so additional effort is 
needed to align the tools 
completely with the pilots' 
needs. 

The Authoring tool was improved to 
address the needs of pilots including 
an extension of the web platform to 
manage practitioners and patients 
implemented within T5.4. 

4.! T7.5 In Saxony a connector that 
gathers the data from the 
Personal Health GK Samsung 
app to Data Federation needs 
to be developed. 

A Data Retrieval, a Transformation 
and an Export module were 
developed by Biobeat for the transfer 
of Saxony pilot data from the 
Personal Health GK Samsung app to 
the Data Federation. 

5.! T7.5 The FHIR data model in 
Aragon is still missing some 
parts and needs to be 
updated. 

FHIR data model updated where and 
as necessary. 
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6.! T7.5 An overall review of the FHIR 
data mapped in all pilot sites 
is needed. 

FHIR resource types used per pilot 
documented in spreadsheet form.  

7.! T5.2, 
T5.3, 
T6.3 

Within this task a mapping of 
AI input and output features 
associated with the predictive 
models will be provided. 

Delivered the AI input and output 
associated to the following AI 
services: 

1.! WHO Adherence (Healthy Subjects) 

2.! Mobility Concern (Healthy Subjects) 

3.! Mobility Progress (Healthy Subjects) 

4.! ADA Adherence (T2D Subjects) 

ADA Recommender (T2D Subjects) 

8.! T7.5 Some pilots are using the 
same tenant for different 
RUCs. In some cases, a 
separation of data in different 
physical spaces is needed. 

The Puglia pilot tenant was split into 
two (Ògatekeeper-pilot1Ó or ÒPUGLIAÓ 
and Ògatekeeper-pilot1bÓ or ÒCSSÓ. 
The Greek and Cyprus pilot used two 
tenants each from the start.  
A full list of GATEKEEPER pilot 
projects (tenants) can be found in 
D4.8 [[3]].  

9.! T7.5 It is still not clear how local 
pilot patient data will be 
linked within the Data 
Federation. This work needs 
to be done as soon as 
possible. 

Each pilot used a unique ID / 
pseudonym for each of their patients 
in accordance with their needs.     

10.!T7.5 In agreement with the idea of 
the separation of RUCs in the 
same pilot space, Puglia is 
demanding additional effort 
for the separation of their RUC 
into different physical spaces. 

Puglia pilot separated into different 
physical spaces, as explained in 8.    

11.! T5.2 Synthetic data Generator 
Framework is the set of 
algorithms for generating 
artificial data that mirror the 
statistical properties of the 
original data but with the 
purpose of preserving privacy 
and creating training data for 
machine/deep learning 
algorithms in the context of 
GATEKEEPER project. 

Delivered the following AI models for 
SDG 

1.! TimeGan Ð Impl and Eval.  

2.! CGan Ð Impl and Eval 

3.! Seq2Seq - Impl and Eval 

SYNTHEA Ð extended with respect to 
GK RUCs (Aragon, Poland, BC) 

12.!T5.2 Extending HeLiFit Ontology 
and HeLiFit Engine for 
formalizing structured 
workouts and fitness 

Delivered the HeLiFit Ontology and 
HeLiFit Engine for formalizing 
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quantities and implementing a 
personalized and dynamically 
re-adopted algorithm in order 
to coach, train and educate 
patients to achieve WHO 
goals.  

WHO/ACSM Physical Activity & 
Sedentary Behavior Guidelines 
  
Paper:  

Allocca, C.; Jilali, S.; Ail, R.; Lee, J.; Kim, 
B.; Antonini, A.; Motta, E.; Schellong, J.; 
Stieler, L.; Haleem, M.S.; et al. Toward 
a Symbolic AI Approach to the 
WHO/ACSM Physical Activity & 
Sedentary Behavior Guidelines. Appl. 
Sci. 2022, 12, 1776. 
https://doi.org/10.3390/app12041776 

13.!T5.2 Develop the data aggregation 
to fit the needs of running AI 
models, including ML and 
semantic AI models. 

Developed and integrated FHIR 
Service Data Aggregator for feeding 
the following AI services: 

1.! WHO Adherence (Healthy Subjects) 

2.! Mobility Concern (Healthy Subjects) 

3.! Mobility Progress (Healthy Subjects) 

4.! ADA Adherence (T2D Subjects) 

ADA Recommender (T2D Subjects) 

14.!T5.2 Algorithm for condition 
worsening of T2D risk based 
on EMR + PHR. 

Developed and Implemented 
Network Analysis for Association 
Discovery 
Between Daily Routines and 
Physiological Features Derived from 
PHR and EMR across Time in T2D 
Patients 

15.!T5.2 AI-based algorithm for 
classifying the patient 
behaviour w.r.t. ADA  
guidelines and BC's 
requirements. 

Developed and Implemented the 
following two AI services 

 
1.! ADA Adherence (T2D Subjects) 

ADA Recommender (T2D Subjects) 

16.!T5.3 Data wrangling, Data Quality 
(noisy, unbalanced), Data 
Missingness, Data outliers, 

Details provided in D5.10 

17.!T5.3 Training and model 
implementation for Basque 
Country, Aragon, Lodz RUCs 
1-7, Greece RUC 1, Early 
prediction of Metabolic 
Syndrome. 

Details provided in D5.10 

18.!T4.5 Anonymisation has been 
requested from pilots for data 
donation and secondary 

The tool provided by T4.5 implements 
several anonymization methods for 
FHIR data (e.g. generalisation, 
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usage of data through the 
GATEKEEPER Marketplace.  

differentiation). The proposed 
configuration is the removal of direct 
identifiers and generalisation of quasi-
identifiers using k-anonymisation with 
k=11. By definition, each 
anonymization requires case-by-case 
configuration of parameters to 
successfully minimise re-
identification risk while preserving 
utility. 
Despite their initial request, the pilots 
explained that they could not share 
data with external stakeholders 
through the GATEKEEPER 
Marketplace & Data Portal due to 
their existing ethical approvals and 
legal documents. Consequently, no 
such anonymization process was 
needed.  
A configuration was made and used 
for the de-identification of Greek and 
Cyprus pilot data in their sharing with 
T5.3 and T6.3 partners and then 
uploading to the GATEKEEPER 
infrastructure.     
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Annex T7.5 pilot solutionsÕ integration  
Support and monitoring 

As T7.5 focuses on the integration of pilot technic al solutions with the GATEKEEPER 
platform, its activities include the mentorship of each pilot by a partner that is active in 
both T7.5 and WP5. The mentor interacts with the pi lot, identifies the proper person for 
resolution of its issues and oversees the status of  technology developments necessary to 
the pilot. The mentors are presented in Table 12.  

In addition, the Trello board ÒGK T7.5 Pilot integrationÓ is used as a monitoring tool (Figure 
33). In this tool, each topic is written separately  in a ÒcardÓ and cards are categorised 
vertically in columns called ÒlistsÓ. The ÒGK T7.5 Pilot integrationÓ board includes a list of 
reference material on platform components (responsi ble partner, user manuals), as well 
as a list for each pilot to report their progress, raise technical issues, and answer requests 
and clarification questions from the task leader. T he main advantage of this tool is that it 
provides a coherent overview of pilot integration s tatus, combined with a tech-related 
summary of their activities. It now counts 36 membe rs among pilot tech representatives, 
LSP management representatives, component providers . 

Table 12: Pilot mentors from T7.5 

Pilot(s) Mentor  

Aragon, Basque Country UPM 

Cyprus, Greece, Covid-19 survey CERTH 

Milton Keynes, Bangor SAM 

Puglia ENG 

Saxony, Poland MYS 

Hong Kong, Taiwan, Singapore CERTH 

 

 
Figure 33 Ð Screenshot!from ÒGK T7.5 Pilot integrationÓ Trello board, captured 9 th January 

2023 
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Pilot deployment and integration showcases 
Demonstration videos of one pilot solution per pilo t were created by pilot representatives 
and WP9 for the project review that took place in D ecember 2022. Each video includes a 
diagram illustrating the integration of the solutio n demonstrated with the GATEKEEPER 
platform.  

The illustrations and videos are included here as i ndicative showcases of the pilots 
technologiesÕ deployment and integration with the p latform. 

 

Aragon 
 

 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-ARAGON.mp4?csf=1&web=1&e=GSaSpf  
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Basque Country 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-BASQUE-COUNTRY.mp4?csf=1&web =1&e=dZSwjM  

Cyprus 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pl
enary%20preparation/Nicosia%20plenary%20Oct%202022% 20preparation/Gatekeeper%
20Demo%20-
%20CY%20clinical%20platform%20Sept22%20v5.mp4?csf=1&web=1&e=HMzA9h!!
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Greece 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pl
enary%20preparation/Nicosia%20plenary%20Oct%202022% 20preparation/gr%20uc3%20
pilot%20demo.mp4?csf=1&web=1&e=wu84Nu "!!

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-GREEK.mp4?csf=1&web=1&e=3AtvRC  

Milton Keynes 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-MILTON-KEYNES.mp4?csf=1&web= 1&e=qEjgDL  
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Poland 

!

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pl
enary%20preparation/Nicosia%20plenary%20Oct%202022% 20preparation/GK%20platfor
m-pilot%20integration_MUL_final_10-2022.mp4?csf=1&w eb=1&e=eFcmBg  

 

Puglia 

 

Video link:  

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-PUGLIA.mp4?csf=1&web=1&e=DFbYEX  
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Saxony 

 

Video link: 

https://tecnalia365.sharepoint.com/:v:/r/sites/PLAN 07297GATEKEEPER/Documentos
%20compartidos/General/DocumentLibrary/05%20Work%20 Packages/WP07/T7.5/Pil
ot%20videos/VIDEO-DEMO-SAXONY.mp4?csf=1&web=1&e=9rYciP 


