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Abstract

This deliverable reports on the progress of T5.1 with the main goal of describing the design
and development of the GATEKEEPER Developer Portal that will establish the way of
integrating APIs as digital things. A digital thing is intended as a digital twin representation
of a device, service or data set that can be accessed through APIs.

As initial step, the working methodology is described, in addition it will be defined the
mock-ups of the portal that provides the expected functionalities for developer users.
Finally, development strategy and the portal code will be shared.

This deliverable is the updated version of the D5.1 delivered at M12, the main additions to
this document are provided in the section 6 that describe the final implementation of the
developer portal.

Statement of originality

This deliverable contains original unpublished work except where clearly indicated
otherwise. Acknowledgement of previously published material and of the work of others
has been made through appropriate citation, quotation or both.

Version 1.0 | 2021-09-30 | Gatekeeper©



D5.8-Programming Interfaces for Dynamic Services Integration vzauE.EEEEEE

Table of contents

TABLE OF CONTENTS. ... isss s s ssss s sss s ss s sss s s s s bbb 5
ABBREVIATIONS ...t s s s bbb 6
LIST OF TABLES ...t s s 7
LIST OF FIGURES ..ottt s s bbb 8
1 INTRODUCTION......ccoiiisiisssssssssssssssssiss s s s s 9
11 STRUCTURE OF THE REPORT .ooooiierisisssessssssesssssssssesssssssssssssssssssssssesssssssesssssssssssssses s 9

2 RELATIONSHIP TO OTHER GATEKEEPER DELIVERABLES..............ccconnmmnineseanenns 11
3 METHODOLOGY ... st 12
31 UX-DESIGN RATIONALE AND OBJECTIVES ..ooooiiiverimieesssismessssmsssssssssssssssssssssssssssssssssssssssessssssssssssssseses 12

4 FEATURES OF THE GATEKEEPER DEVELOPER PORTAL..........coinmmmn: 14
B RESULTS. ... 17
5.1 MOCK=UP PROTOTYPE ...oooooiiieersisisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss sssssssssssesssssssssssssssssssssssens 17
52  GATEKEEPER DEVELOPER PORTAL DEVELOPMENT w..ccovviimmemnsmmssssssmmssssssmssssssmsssssssssssssssssssssssene 26

6 DEVELOPER PORTAL IMPLEMENTATION........ccoinniinsssssssssssssssssssssssssssssssssssssssssssssssssns 30
B.1  SUPPORTED FEATURES ...ttt steesse st ss s ssss s ssss s sttt 30
6.2  DEVELOPER PORTAL USER GUIDE .....cccuvmrrrmmmssmmmmmmmsesssssssssssssssssssmmssssssssssssssssssssssssssssssssssssssssssssssmssssssssssses 30
6.21  Developer POITQLLIOGIN ..vriiiiivisissssssssssssssissssssssssssssssssssssssssssssssssssssssssssssssssssssns 30
6.22  Developer POrtQl NOME PAQE...........cvivrvevvrssssiiiiiiicisssssssssssssissssssssssssssssssssssssssssssssnn: 31
6.23  Developer portal thing management PAGE..........rrevsssiivessssiiiciseessisiee 32
6.24  Developer portal thing AetQilS PAGE............cwiiiivivirirrresssssssssisisissssssssessssssssssissssssssssssn 33
6.25  Developer portal create thing POPUD PAGE .......c..cccwrirrrermmmsmmsisiiiisssssssesssssssssssssssssssssssn 35
6.26  Developer portal learning material management PAGe...........rewssiien 38
6.27  Developer portal add learning Material PAQGE...............wiiiiiirssrverssssssssisiiissssssssssssnn 39

6.3 TESTING AND MAINTENANCE w.occooccctiirversssssesesssssssssssssssssssssssssssssssss s 40

7 CONCLUSIONS ...t 41
8 REFERENCES. ... s s s 42

Version 1.0 | 2021-09-30 | Gatekeeper©



D5.8-Programming Interfaces for Dynamic Services Integration vzﬂuE.mEEEEE

Abbreviations

Table 1: List of abbreviations

API Application Programming Interface

CSS Cascading Style Sheets

FHIR Fast Healthcare Interoperability Resources
GTA GATEKEEPER Trust Authority

HTML Hypertext Markup Language

JSON JavaScript Object Notation

JSON-LD JavaScript Object Notation for Linked Data

MVVM Model View View-Model

RDF Resource Description Framework
SPA Single Page App

TD Thing Description

T™MS Thing Management System

UML Unified Modelling Language

UX User experience

W3C World Wide Web Consortium
WoT Web of Things
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1 Introduction

This deliverable is describing the design and development of the Developer Portal
associated to GATEKEEPER. The GATEKEEPER developer web portal will provide users
registered as developers with the ability of building novel software solutions by using
application programming interfaces (API), in order to dynamic integrate components and
software developed in WP4 and WP5 within the GATEKEEPER platform.

GATEKEEPER platform components are described with Thing Descriptions (TD). A TD
provides a digital twin representation of a service, a device, a dataset or a more general
physical thing. This digital representation follows the W3C Web of Things standard®.

Specifically, a TD describes:

- what the component is (linking also semantic meaning of the thing through JSON-
LD standard);

- how a component could be accessed (through a set of standardized security
definitions that describe the authorization and authentication flow in order to
access the thing);

- how a component can be used (TD includes the definition of interaction patterns
that are used for the description of the API associated to the thing).

Within the developer portal, a developer will have access to an easy-to-use web
environment that provides a rich user interface designed to manage things, learn about
the things and test the interaction with them.

The GATEKEEPER developer portal is a front-end web application where developers can
manage the GATEKEEPER things:

e published new things within the GATEKEEPER platform.
e see the things that are available within the platform.

and access to an integrate learning material:
e see the learning material about the things they are using.

e create new learning material associated to a thing.

1.1 Structure of the report

This report includes 6 sections. From section 1 to section 5 it is described the content of
the first version of this document while section 6 describes the new content associated to
this version of the document.

*Web of Things standard, https.//www.w3.org/WoT/documentation/ , Last access March 2021
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Section 1 is an overview of the GATEKEEPER Developer portal functionalities that will
allow services integration within the GATEKEEPER platform. Section 2 describes the
relation of the current deliverable and the other ones of the project.

Section 3 and 4 describe the methodology used for the design of the Developer Portal
and the associated functionalities.

Section 5 describes the resulting mock-up of the portal as well as the initial development
based on the prototype of section 4.

Section 6 describes the final development of the GATEKEEPER developer portal also
providing a user guide that allows to the user to navigate through its user interface.
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2 Relationship to other GATEKEEPER

deliverables

GATEKEEPER Developer Portal is strongly integrated with the TMS, the GTA and the
GATEKEEPER marketplace.

GATEKEEPER PLATFORM ARCHITECTURE
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Figure 1. GATEKEEPER platform architecture

Figure 1 shows the logical view of the GATEKEEPER platform (described in the D3.2.2).
Within this figure, the relations among the core components of the platform are shown.
The Developer Portal is part of the GATEKEEPER web environment and share
functionalities and look and feel with the marketplace (D4.6). Both GATEKEEPER
developer portal and marketplace are client of the services provided by the TMS
described in the deliverable D4.2 and the GTA described in the deliverable D4.5.
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3 Methodology

Overall approach. A programming interface for the integration of services may seem like
a user interface that would be highly technical by nature. But for the project results to be
sustainable, the interface must be intuitive and easy to use for any stakeholder, no matter
their previous experience or knowledge about the specifics of the project. Given that the
GATEKEEPER platform will serve many different types of users, it has high ambitions when
it comes to universal design in all parts.

In order to determine which features and functionalities users expect to find on the
developer portal, a co-creation approach based on the survey method was selected.
According to Business Research Methodology, the survey method 1] "is used to test
concepts, reflect the attitude of people, establish the level of customer satisfaction and
conduct segmentation research”. In this case, an online survey was circulated to be filled
by developers without any support.

In parallel, an analysis was made of existing developer platforms such as the Samsung
developer platform, and the Facebook developer platform, to extract the main features
that the GATEKEEPER developer portal should include. With these two inputs, the UPM
team drafted the desired set of functionalities, which is described in Section 4. This grid of
functionalities formed the baseline for on-going work on the user interface, which was
performed in an iterative process involving the technical team of UPM as well as UX-
design and accessibility experts from Funka.

UX-design, or User experience design, is a human-first way of designing an interface [2].
The terminology has changed over the years as the field has been known as usability, user
friendliness, usefulness and so on, and there is an ongoing debate in the community about
the perfect definition.

While the graphical design has to do with the visual appearance, aesthetics or "look-and-
feel’, the UX-design seeks to support user behaviour with the interface. Therefore, it can
be seen as more of a conceptual, or functional, design. It builds upon traditional human-
computer interaction (HCI) design and extends it by addressing all aspects of a product or
service as perceived by users.

That is why the use case of developers uploading and handling software solutions has
been in focus. By using an agile way of working, we have strived to add value to the user
through every element. Agile development is based on short phases of work and frequent
reassessments. The agile approach includes a cross-functional and collaborative process
where teams with different experiences and competences contribute to continual
improvement. [3] We have repeatedly analysed how complex system interaction can be
slimmed down and still retain its functionality. Through this approach, we aim to deliver a
fluid experience to as many users as possible.

3.1 UX-design rationale and objectives

The UX-design work performed is based on the principles of universal design, a concept
of designing all products and services to be aesthetic and usable to the greatest extent
possible by everyone, regardless of their age, ability, or status in life [4] The concept of
universal design is based on the idea that if you have "all" potential user requirements in
mind from the start of a project, the result will be possible to use for a much broader
audience - hopefully all. Instead of developing for the mainstream, with the risk of being
forced to add specific accommodations for users with different needs, the universal
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design principles make sure that even extreme use cases are taken into account. What is
necessary for some, is beneficial for all.

The concept of universal design can be divided into seven basic principles, that are to be
applied to all decisions made in the design process:

o Perceptible information

¢ Simple and intuitive use

e Approach (size and space)
e Low physical effort

e Tolerance for error

e Flexibility in use

e Equitable use

The first part of the UX-design process consisted of a general review of the mock-up and
its different features. In this phase, we were examining broad elements based on the use
cases described by the task leaders. Iltems considered were for example the user flow,
how well the navigation supports the user through its interface and the accessibility of
generic objects such as buttons and links. After remediating the overall framework to be
more aligned with the user scenario, we turned to the details.

In this process, we looked at what type of information is displayed at any given moment
and how the different parts of the content are balanced when it comes to size and
placement. The focus was on making the interface and workflow as intuitive and
straightforward as possible, without losing neither functionality nor flexibility.

An internal site map was constructed to understand the underlying logic of the workflow
and the relationship between objects. This is a well-established method to ensure that
items are placed and presented in a logical order, possible to find through more than one
user behaviour and that all necessary steps and information are provided to the user in
the expected order. For this purpose, we have added breadcrumbs to enhance navigation
possibilities that fit a variety of user needs.

As an integrated part of the work done, the mock-up delivered, presented in section 5,
provides the basis for EN301549/WCAG 2.1 compliance when developed. The EN301549
standard [5] serves as the minimum requirements for presumed conformance of the EU
Web Accessibility Directive [6] covering all public sector websites. On the other hand, the
Web Content Accessibility Guidelines (WCAG) are global guidelines for accessibility of
web interfaces that the harmonised EN-standard points to [7].
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4 Features of the GATEKEEPER developer
portal

This chapter describes the result of the activities described in the previous section, in
order to extract the main characteristics and use cases of the GATEKEEPER developer
portal. To this end, the first step has consisted of identifying the stakeholders who will
interact with the developer portal. In this case, only the GATEKEEPER developers will use
this tool.

Once identified the potential users, it is necessary to know what type of functionalities
these users expect to find. As described in D2.3 (and successive versions D213 and D2.14),
to extract all developer portal requirements and understand the user needs, online forms
were circulated. These online forms that developers had to answer included some
general questions about their expertise in semantic technologies, API platform or
payments options, and on the other hand, an open question about how developers would
like to use the GATEKEEPER developer portal. As a result, six functional and usability
requirements were identified. Table 1, are presented these requirements with a
description of how each requirement is mapped as functionality in the GATEKEEPER
developer portal.

Table 1. User requirements extracted from surveys

Requirement Rationale Functionality in the GATEKEEPER

developer portal

On the login page, it will appear as a
registration menu.

On the home screen, it will appear as a
profile button to manage user data

Account creation
and
management

Management the access to
the platform.

Allows the user to access the

Login feature

customised functionalities
according to his/her role

According to the user role, the view and
features available will be different

Provision of an
understandable
documentation

Need to explain easily how to
use the platform and Things,
for example, using Swagger.

Each Thing will include a getting started
section with useful information and first
steps

Search Things
available

Search Things by filtering
(e.g., categories, names, ..) to
get more info.

On the home screen, a search component
will appear.

When the user wants to add things to an
app, the user will be able to see Things
filtered by categories.

In the case of the
free account,
there will be no
requirement to
provide a credit
card

Free accounts should not
require providing a credit
card number.

It will not be necessary to include credit
card

Provide
developer portal
as web-based

Needed to access easily the
Things and their info.

The developer portal will be web-based
and it will include a shortcut to access
Things.
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As reported in section 3.1, considering developers' reports in surveys and the outcomes of
analysis of different platforms, it has been identified different use cases represented in
the UML diagram of Figure 2. . This diagram graphically represents the interactions that
the developer can perform when using the GATEKEEPER developer portal.

Developer

GATEKEEPER developer
portal

r Make a tutorial .
T ==include>>

=<include>> __..-=""

Make Thing tests using b i
Thing APl Reference <<|nclude>>",

|
Comomem .
Manage app \ *\, =<include=>

s <<include=>

<<includezz---"

Add new Thing to the app )~~~ / : ¥4
B keSS / <<include>> <<include>>
g purchase new Thing
L Delete an app %

Figure 2. GATEKEEPER developer portal UML diagram

The use cases identified in Figure 2. 2 are below described with the associated
functionalities:

Login/Logout: This functionality allows users to enter and leave the GATEKEEPER
developer portal. According to the credential, the user will have available different
kinds of functionalities. For the login, the GATEKEEPER Trust Authority (GTA)
service is necessary.

Restore the password: If the user forgets the password, he/she should be able to
request a new password.

Translation: Users should have the possibility to select between different
languages (Spanish, Greek, English, etc), preventing language from being a barrier
to use the portal.
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e Shortcuts: On all screens, users should be able to go to the Home screen and main
functionalities.

e Profile management: Users should be able to edit their account configuration
(username, password, associated email, etc.).

¢ Notifications: They are necessary to enhance user satisfaction and engagement.
Through notifications, users receive only relevant information related to their apps,
Things updates, etc.

¢ Make a tutorial: Developers request to provide understanding information. For this
purpose, it is needed to include tutorials for learning how to use the developer
portal or Things.

e Read the news: A news section can be included to maintain developers informed
about different topics.

e Search/Filter a Thing: It is important to include the functionality of searching and
filter by type (e.g. purchased/not purchased) of Things to facilitate users the
access to a concrete Thing. To manage Things the TMS service is needed.

e Access to Things: Add a functionality that allows users to have a complete
overview of a concrete Thing is indispensable. For example, the user should be
able to access general information about the Thing, know how to start to manage
this Thing, know its JSON format and perform some test with the API Reference.
To manage Things the TMS service is needed.

e Create an app: When an app is created, it is necessary to specify its characteristics.
An app is composed of Things, so the functionality of adding Things to an app
should be included. On the other hand, Things should be purchased before being
used, therefore the functionality of purchasing Things has to be included too. To
manage Things the TMS service and Marketplace connection are needed.

e Manage an app: The entire app or its characteristics should be able to be edited or
removing.

The next section presents the prototype of the GATEKEEPER developer portal, which
provides a global overview of how, and where, the features previously described are
integrated into the different screens.
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5 Results

The result of the task is a well thought through mock-up that includes all the key aspects
of the programming interfaces for the integration of the technologies and software
components. Each part of the interface and its functionality are presented below.

5.1 Mock-up prototype

The first screen that the user finds when enters in the GATEKEEPER Developer Portal is
the Login (in Figure 3.), a sign-in interface with input fields, links and buttons. In this screen
the main functionalities are:

Login/Logout: This functionality allows users to enter the GATEKEEPER developer
portal. According to the credential, the user will have available different kinds of
functionalities. For the login, the GATEKEEPER Trust Authority (GTA) service is necessary.

Restore the password: If the user forgets the password, he/she should be able to
request a new password.

Translation: Users should have the possibility to select between different languages
(Spanish, Greek, English, etc), preventing language from being a barrier to use the portal.

User name

[

Password

- This Project has recelved founding from the European Union's Horizon 2020 research and innovation

programme under grant agreement N° 857223

Figure 3. Login screen

When the user enters the credentials, the next screen is the Home screen (in Figure 4. ).
This page consists of a header with a centralized search bar that is in line of sight of the
user. Alongside are notifications and user profile page and below is the navigation bar
followed by start page content. The user profile management button allows users to edit
their account configuration (username, password, associated email, etc.). On the other
hand, notifications (in Figure 5. ) are necessary to enhance user satisfaction and
engagement. Through notifications, users receive only relevant information related to
their apps, Things updates, etc.
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Figure 4. Home screen
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Figure 5. Home screen with notifications unfolded

The profile management, in Figure 6, is used to overview and update personal information
and to keep track of your history through statistics.
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EEEEEE Developers

Search fora Thing . ) ®

Home

Things Discover My apps

GaleKseper > Profile

Name Nameson

o

Jab title
Company Name

Things

Applications 8§

User information

First name:

Secand name:

Email:

Type of user:

Company name:

Change password

Figure 6. Home screen - Profile

Error! Reference source not found. presents the first block of the Home screen. These
four cards promote to access the most recent news and other interesting content, such
as tutorials of the use of the GATEKEEPER developer portal.

YouTube Firebase

Learn to build Things
with Gatekeeper

Figure 7. Home screen - Learn and News section

The home screen also includes quick access to the most popular Things (Figure 8), where
each container represents a Thing. Each card contains an image, a title, the category of
the Thing, and a short description. Upon hovering with the mouse, or when it gets
keyboard focus, the card slightly expands and a shortcut to the marketplace appears in
the top right corner to purchase the Thing. If the Thing has already been acquired, the
shortcut will direct the user to the Thing page (in Error! Reference source not found.).
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Figure 8. Home screen - Things management

When clicking on a card, a preview window folds below the card displaying more content,
as Figure 9 shows. This lets the user view more screenshots, share and bookmark the
Thing, and read a more thorough description before deciding to acquire the Thing.

~

Thing name (EIESEEED
Davalopar name:

ol (e

it cmat il

. sed dowisrmod femeo
PSS TS M3GNG S . LTS [RSL S0 41 B,
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dakare magno of guo.

Figure 9. Home screen - Thing preview

The next shortcut is Things, in Figure 10, this screen contains information of all the Things
available on the platform, sorted into different categories. Organized in the same familiar
layout and grid, you can filter and sort the content to narrow down the options to your

liking.
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Figure 10. Things screen

When the user selects a purchased Thing, the next screen presented is the Thing
overview (Figure 11). It is made by a stepper with 4 steps (Get started, Thing description,
APl and analytics). Through this screen, the user will be able to access general information
about the Thing, know how to start to manage this Thing, know its JSON format, perform
some test with the API Reference and access to analytics.

This section will be detailed in the next version of the deliverable providing integrated
environment for testing the API that are associated to a thing description.

EEEEEE Developers \ search for a Thing . " ®

Home Things Discover My apps

Thing name

o Get starfed @ Thing description @ APL @ Analytics

Go to Thing description

Figure 11. Things screen - Overview of the selected Thing (1)
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Home Things Discover My apps
GoleKseper > Myopps > Thing
.
ThingName
o Get started @ Thing description @ API @ Analytics
Information EHM (category ->= Share - Bockmark

Go to Thing description

Figure 12. Things screen - Overview of the selected Thing (2)

Any related content that does not fit on this page can still be shared via “Helpful links".
Logos of the websites signal where each link leads to.

The third shortcut is Discover (Error! Reference source not found.), a landing page for the
tutorials and the news to give the user a brief overview. Here, users can catch up on the
latest news and trending tutorials to keep up to speed. If you want to discover more, there
are shortcuts to view more.
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How Twitter is using the iOS SDK from Firebase

September 30,2020 By NameOfAuthor #Category

Figure 13. Discover screen

When selecting a news article, you will be directed to the article page to view the whole
content, as Error! Reference source not found. shows. Each article has the publish date
as well as the author's name and the category, which you also can click on to view more
of.
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Figure 14. Discover screen - News

When selecting a video file, you will be directed to the video page which lets the user
view the content selected as well as be inspired by other recommended videos (Figure
15).
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Figure 15. Discover screen - Tutorial
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The last shortcut is My apps, in Figure 16, this page holds any application created by the
user and allows him to create new ones. An application can contain different Things. A
preview of the number of Things inside an application is displayed on each card. Above
the row of cards is a button to create a new application.

EBEEEE Developers ‘ SoaEh oia TG . n @
Home Things Discover My apps
Galekeeper > My apps

- App name

@D G @

— App name 3

) o) @

Figure 16. My apps screen

When clicking on one of the applications, the user gets a view of all the Things inside the
application (Figure 17). You can also choose to add more things via the button “Add more
things". This will direct to any acquired Thing and the possibility to purchase new ones at
the marketplace. In the bottom right corner, the developer can manage the settings of the
application and remove them.

fofafv]el | |
paEneg Developers search for a Thing . " ®
Home Things Discover My apps
Galekesper > My opp: me 3
Things featured in this opp

-

Manage app £} |

Figure 17. My apps screen - App selected

Version 1.0 | 2021-09-30 | Gatekeeper©



D5.8-Programming Interfaces for Dynamic Services Integration vzauE.EEEEEE

5.2 GATEKEEPER developer portal development

For the development of the GATEKEEPER developer portal, we have selected the Angular
framework [8]. Angular is a framework designed to build SPA (Single Page Applications)
web applications using HTML and Typescript languages. The SPA strategy allows the
application to be fully loaded at the first start, doing the application navigability quicker.
Another advantage is that this framework is organized in modules, giving the possibility of
adding new functionalities.

Angular implements the MVVM design architecture pattern (Model View View-Model),
allowing two-way data binding between the view (HTML file) and the controller (typescript
file), shown in Figure 18. In this pattern can be differentiated three components:

¢ Model represents the data layer, holding the data information.
e View: responsible of display the data to the user.

o View-Model intermediate point between model and view layers, taking care of the
business logic.

View » View Model > Model

Figure 18. Design architecture pattern Model View View-Model (9]

As stated above, the Angular framework is organized in modules and, in turn, each module
consists of a set of related components, directives, pipes and services, as Error!
Reference source not found. shows. Each module includes the @NgModule decorator
and is composed of the following blocks of functionality:

e Declarations: used to indicate the components which belong to the module.

e Imports: used to indicate the external needed modules to make the current
module work.

e Exports: used to indicate exported components for the module, to be used inside
other modules.

e Providers: indicate all the services to use inside the module,
e Bootstrap: indicate the main component to launch the application.

Any angular application has a principal module called AppModule. This module is in
charge of giving the basic configuration to launch the entire application.
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Figure 19. Angular architecture [8]

The main element used by Angular to build applications is called component, which is a
set of HTML, TypeScript, and CSS files. The TypeScript file contains the business logic to
control the HTML file, the HTML file renders the user interface in the browser, and the CSS
file provides the style to the HTML file.

Any Angular application has at least one component called app-component, which is the
root component of the application (normally added in bootstrap section in NgModule).
Another relevant feature of this framework is that it allows adding plugins, such as
Bootstrap or Material, providing the possibility of extending and adding more functionality
to the application.

Once described the main characteristics of the framework selected to develop the
GATEKEEPER developer portal, the next step is to define the Developer Portal component
organization in Angular, shown in Figure 20.
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Figure 20. GATEKEEPER developer portal Angular architecture

Figure can be seen that each component is mapped with a functionality or screen

of section 5.1.

AppComponent: The main component loaded as root in the application. Inside this
component is loaded the header component and the router-outlet.

RouterOutlet: a placeholder that angular dynamically fills based on the current
router status. This will be filed with LoginComponent or HomeComponent.

HeaderComponent: Act as webpage header element.
LoginComponent: Used for user authentication.

HomeComponent: The main component is displayed as the homepage. It contains
a set of other components to construct the design.

ThingDescriptorComponent: A component to represent a ThingDescriptor. In the
section things of the Home screen, the application displays a set of things.

DiscoverComponent: Display the information in the discover section of the Home
screen.

MyAppsComponent: This component contains the functionalities to create, delete,
edit and manage the applications owned by the user.
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e UserProfileComponent: This shows the basic information about the logged user.

e VideoComponent: This component is in charge of playing a tutorial video inside the
application.

¢ NewComponent: Used to display last news.

e StepperComponent: Manages the user guide step-by-step to read information
about the thing descriptor and make tests with the API Reference.

e DataService: This is the service in charge of taking the data from the database
through API calls. All components have access to this service to obtain the data
about ThingDescriptors. This service also implements the canActivate interface to
be used as RouterGuard, to secure the navigation in the application.

The source code of the GATEKEEPER developer portal is Open source and can be found
in UPM Gitlab?

2 Gatekeeper portal development project, https://gitlab.lst.tfo.upm.es/Gatekeeper/cluster-demo/developerportal , Last
access March 2021
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6 Developer portal implementation

This chapter describes the developer portal implementation and user guide. It provides
an overview of its main functionalities, and how such functionalities are accessible to the
developers.

Within GATEKEEPER platform there are two main points of integration: the data federation
and the TMS. The data federation is in charge of data integration in the so-called
GATEKEEPER healthcare data space while the TMS, in agreement with the GTA, provides
the point of integration of new services in order to populate the GATEKEEPER platform
with new features.

6.1 Supported features

As described in Figure 1 the developer portal includes two main functionalities:
1. the app management portal
2. the learning portal.

On one hand, app management or thing management exposes the tools for dynamic
service integration that is provided by injecting a Thing Description of a services into the
TMS. The app management of the development portal provides an intuitive user interface
for injecting and testing the API that a developer associates to a Thing Description. Within
GATEKEEPER a Thing Description described a digital twin of a real-world entity that is
accessible through a set of APIs.

On the other hand, the learning material portal provides an aggregate point of access to
the technical documentation of the GATEKEEPER platform that is called learning material.
A learning material is basically a webinar, a sample, a repository, or any other
documentation that can support a developer to understand and use a set of APIs
associated to a specific thing.

6.2 Developer portal user guide

This section describes how a developer can use the developer portal, providing guidance
of:

e The userinteraction flows to access to thing/app management and learning material
e The organization of the user interface in each page of the portal.

Following each Ul is described.

6.2.1 Developer portal login

When a developer wants to access to the portal, he must provide login credential, through
the Ul of Figure 21, to access to the main page of the portal.
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Figure 21. GATEKEEPER developer portal login page

6.2.2 Developer portal home page

When a developer gains access to the portal the main page he finds is the portal home
page that is presented in the Figure 22.

gggsg' evelopers @ [—b

Gatokpoper Tochnical platform. An (’*) GATEXEEPER

overview of the current status

g

GATEKEEFPER WEBINAR - Approach
10 a sustainable Dusiness

© Vv ot
Popular Things Viewall =
ARAGON " K BROKER _ N
e &9 Webhooks SERVICE
Gatohoopor plot Aragon Termperature Webhook OpenAR! to TD translator FHIR Gatokmopor Server froker service
rmw e - -y )
ok servce T
3ROKER o

SERVICE =

[i]
Figure 22. GATEKEEPER developer portal home page
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The main page is organized in three tabs:

The first tab is linked to the landing page of the portal that offers quick access to
popular learning materials and popular things. When the user clicks on a popular
thing an overview of the thing in presented in a dynamic panel that through a
further user interaction bring the user to the thing details UI.

The second tab is dedicated to the thing management functionalities of the portal,
described later in this section.

The third tab is dedicated to the learning material management of the portal,
described later in this section.

In addition to the tabs, the developer portal home page also provides access to the user
profile and the logout functionalities, top right corner in Figure 22.

6.2.3 Developer portal thing management page

By changing to the Things tab of Figure 22 the main Ul for thing management is presented
as shown in Figure 23.

ROECRE Developers @ >
Hame Tringe Learning Material
. 87 BROKER N
P e &% webhooks Op;rﬁ y O e SERVICE
Gatekesper pilot Aragan Temperature Webhook OpenAP! to TD FHIR G Server Broker senvice

FHIR server

sanice

data

FHIR sérves implemenaton e subserinian and uns erbe
he Aragon pilo:

PUGLIA 0wy M e ;

//’ a -8 (/’

A FHIR server e (@ FHIR server
Gatekeaper pilot Puglia Downloads metrics of Gatekeeper pilot Basque Maha
FHIR server VArGUs resources Country FHIR server e

uata usia e
FHIR zarvs implsmantation S FHIR saresr implamantasion &
the Pugliz pilat f Jue Country milot

T et s ki fenaing Seen the Ermne Leisn = Harzan zoan

Figure 23. GATEKEEPER developer portal, things management tab

This Ul provides an overview of all the things that have been linked in the GATEKEEPER
platform that can be filtered by type and ownership (search bar on the right corner of the

tab).

Every “things” listed in the tab is presented as a card including:

a thumbnail image
a title
this thing type (e. g. service, data, device)

a short description
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e a pink label that if present means that the thing is owned by the current logged
user.

On the top left of the tab, there is the option of creating a new thing that will be presented
later in the section while by clicking on the card the thing details are presented to the user.

6.2.4 Developer portal thing details page

The thing details page of a thing is organized as a stepper that is a Ul component like a
tab. Within the page is possible to visualize:

e The tree view of the Thing Description (Figure 24), within this view the user can
expand and collapse the nodes of the tree structure of the JSON file of the Thing
Description.

e The thing detail view (Figure 25), within this Ul the user can see extended
information of the thing.

e Alist of learning materials that are associated with the specific thing (Figure 26).

e Anintegrated environment based on the Swagger UI3 for API testing (Figure 27).

Egggga Developers @ |:_>
fomie Things Learnipg Hatenal

Things # Al Uhings ¥ Broker e

= oo it © Ty A v

BROKER SERVICE - Zcd Delets

. Tring descriptor , | Details 13  Leaming Matenal £} OperAP|

Mext

3 Swagger U, https.//swagger.io/tools/swagger-ui/ , Last access Sept. 2021
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Figure 24. GATEKEEPER developer portal, Thing Description tree view
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Figure 25. GATEKEEPER developer portal, thing detail view
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Figure 26. GATEKEEPER developer portal, thing related learning material
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Figure 27. GATEKEEPER developer portal, thing API test environment

6.2.5 Developer portal create thing popup page

From the thing management tab (Figure 23) clicking on the “Create new thing”" button a
popup page (Figure 28) is shown for guiding the developer through the process of creating

a new thing.
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Create new Thing

. Thing Descriptor

Upload Thing Descriptor

[ choose file

Figure 28. GATEKEEPER developer portal, create new thing popup

This Ul is linked with one of the major innovations behind the GATEKEEPER platform.
Through this interface, the user can submit a Thing Description of a digital twin he wants
to bring in the platform and add it to the GATEKEEPER ecosystem. The process behind
the submission is described in the D4.9 (Thing Management System V2) and is the driver
of the GATEKEEPER ecosystem transition space providing the basis for a mechanism for
attracting developers for sustainability after the project ends.

Following the process of creating a new thing, when a Thing Description is selected its
tree structure is validated within the Ul that presents it as tree view as shown in Figure 29.
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Figure 29. GATEKEEPER developer portal, thing tree view popup

At this point the Thing Description can be uploaded as well as its details in tab 2 (Figure
30).

Create new Thing
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Figure 30. GATEKEEPER developer portal, thing details view popup
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In the thing details is also available the option to upload a thumbnail image related to the
thing. This feature is useful when the digital twin that is described in the Thing Description
is associated to a physical thing in the real world and not to a digital service or a data
access APIs.

By clicking on the finish button of Figure 30 the new thing is added to the GATEKEEPER
platform and it is available in the thing management page of Figure 23.

6.2.6 Developer portal learning material management page

By changing to the Learning Material tab of Figure 22 the main Ul for the learning material
management is presented as shown in Figure 31.
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Figure 31. GATEKEEPER developer portal, learning material management tab

This Ul provides an overview of all the learning materials that have been linked in the
GATEKEEPER platform that can be filtered by ownership (search bar on the right corner
of the tab).

Every learning material listed in the tab is presented as a card including:
e athumbnail image
o atitle
e the owner details
e ashort description
e the thing to which the leaning material is related
e the learning material type (e. g. YouTube webinar, Git repository, etc.)

e apink label that if present means that the leaning material is owned by the current
logged user.
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By clicking on the card, the leaning material details are presented to the user. For instance,
by clicking on the first card of the Figure 31 the webinar of Figure 32 is presented.
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nnnnnnnnnn I Pualia Pilot = AReSS Pualia

Figure 32. GATEKEEPER learning material details of the first element of Figure 31

The learning material section is designed for providing easy access to the public technical
documentations of the GATEKEEPER platform that is managed differently, depending on
the component and the developer, and could be hard to find without direct contact with
the component owner. Through the developer portal, all these public documentations
become accessible.

6.2.7 Developer portal add learning material page

On the left corner of Figure 31 there is a button “add new content” that allows to the user
to add new documentation for a GATEKEEPER thing. By clicking on the button, a popup
page (Figure 33) is show. Through this popup a logged user can add a new public learning
material content that is associated with a thing.
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Create new learning material

Title*

Category*

Add related link

Add image*

Figure 33. GATEKEEPER developer portal new learning material popup

6.3 Testing and maintenance

The developer portal is available for GATEKEEPER developer from now on and will be
supported enriched and maintained until and after the end of the project.

At the time of writing of this document the portal was not started to be used but in the
next periods of the project usability test with real users are expected, as well as bug fixing
and improvements that will be reported in the periodical technical reports of the project.
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7 Conclusions

This document has presented the lifecycle of the design and development of the
GATEKEEPER developer portal. Following a design thinking approach, the final
implementation differs from the original mock-up in a content organization making them
clearer and more accessible to the user.

The developer portal provides two main functionalities:

e APIs injection and management through the concept of “thing" and its Thing
Descriptor. The thing management offers a way to inject into the GATEKEEPER
platform a set of APIs that represents a logical model of a digital twin associated with
a thing of the real world.

e A point of access for technical documentation of the GATEKEEPER platform.
GATEKEEPER is formed by more than 50 partners and more than half of them are
technicians. Every technical partner is developing components and is creating Git
repositories, webinars and other material that are in the boundary of the Work
Package and the cluster where they are working. Through the developer portal, all
these documentations are collected, organized and made accessible to those who
want to practice with the GATEKEEPER technical innovations.
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